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Printed in the United States of America� XE "Copyright Notice" �



Without limiting the rights reserved above, and except as licensed below, no part of this publication may be reproduced, stored in or introduced into a retrieval system, or transmitted, in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), without prior written permission of VeriSign, Inc.



Notwithstanding the above, permission is granted to reproduce and distribute this VeriSign Certification Practice Statement on a nonexclusive, royalty-free basis, provided that (i) the foregoing copyright notice and the beginning paragraphs are prominently displayed at the beginning of each copy, and (ii) this document is accurately reproduced in full, complete with attribution of the document to VeriSign, Inc.



Requests for any other permission to reproduce this VeriSign Certification Practice Statement (CPS) � XE "Reproduction of VeriSign Certification Practice Statement" �(as well as requests for copies from VeriSign) must be addressed to VeriSign, Inc., One Alewife Center, Cambridge, MA 02140 USA Attn: Practices and External Affairs.  Tel: +1 617 492-2816   Fax: +1 617 661-0716 Net: practices@verisign.com.  Note: This VeriSign Certification Practice Statement may be licensed (from VeriSign) by business entities that wish to use it for “private label” (proprietary) certification services. VeriSign, Digital ID, and NetSure are trademarks and service marks of VeriSign, Inc. Other companies’ trademarks and service marks are property of their respective owners. 



Warning:� XE "Criminal Laws" �  The use of VeriSignÕs public certification services are subject to various U.S. federal and state criminal laws, which may include but are not limited to: 18 U.S.C. ¤ 1030 (Computer Fraud and Abuse Act of 1986)� XE "Computer Fraud and Abuse Act" �, 18 U.S.C. ¤ 1343 (Federal Wire Fraud Act� XE "Federal Wire Fraud Act" �), 18 U.S.C. ¤ 2701 (Unlawful Access to Stored Communications - the Electronic Communications Privacy Act of 1986� XE "Electronic Communications Privacy Act" �), and 18 U.S.C. ¤ 1029 (Fraud and Related Activity in Connection with Computers� XE "Fraud and Related Activity in Connection with Computers" �).



VeriSign reserves the right to seek and assist in the prosecution of any person who allegedly commits a crime directly affecting VeriSignÕs public certification services. VeriSign offers a reward of up to $ 10,000.00 for information leading to the arrest and conviction of anyone committing such a crime.

�QUICK SUMMARY OF IMPORTANT CPS RIGHTS AND OBLIGATIONS� XE "Summary of  Important CPS Rights and Obligations" �



Please see the text of this CPS for details. This summary is incomplete. Many other important issues are discussed in the CPS.



1. This Certification Practice Statement (see definitions) controls the provision and use of VeriSignÕs public certification services (see definitions) Ð including certificate (see definitions) application [¤ 4], application validation [¤ 5], certificate issuance [¤ 6], acceptance [¤ 7], use [¤ 8], and suspension and revocation [¤ 9].



2. You (the user) acknowledge that (i) you have been advised to receive proper training in the use of public key techniques prior to applying for a certificate and that (ii) documentation, training, and education about digital signatures, certificates, PKI, and the PCS are available from VeriSign [¤ 1.6]. 



3. VeriSign offers different classes of certificates [¤ 2.2]. You must decide which class(es) of certificate are right for your needs. 



4. Before submitting a certificate application [¤ 4.2], you must generate a key pair [¤¤ 2.3.3, 4.1] and keep the private key secure [¤ 4.1] from compromise (see definitions) in a trustworthy (see definitions) manner [¤ 4.1.1]. Your software system should provide this functionality.



5. You must accept (see definitions) a certificate [¤ 7.1] before communicating it to others, or otherwise inducing their use of it. By accepting a certificate (see definitions), you make certain important representations [¤ 7.2].



6. If you are the recipient of a digital signature or certificate, you are responsible for deciding whether to rely on it. Before doing so, VeriSign recommends that you check the VeriSign repository (see definitions) to confirm (see definitions) that the certificate (see definitions) is valid (see definitions) and not revoked (see definitions), or suspended (see definitions) and then use the certificate to verify [¤ 8.1] that the digital signature (see definitions) was created during the operational period of the certificate by the private key (see definitions) corresponding to the public key (see definitions) listed in the certificate (see definitions), and that the message (see definitions) associated with the digital signature (see definitions) has not been altered.



7. You agree to notify [¤ 12.10] the applicable issuing authority (see definitions) upon compromise (see definitions) of your private key (see definitions).



8. This Certification Practice Statement (see definitions) provides various warranties made by VeriSign and the issuing authorities [¤ 11.3].  VeriSign also has a refund policy [¤ 11.1]. Otherwise, warranties are disclaimed and liability is limited by VeriSign and issuing authorities [¤¤ 11.2, 11.4, 11.5, 11.6, 4.3].



9. The NetSureSM Protection Plan (see definitions), upon its effective date, will provide enhanced warranty protection to subscribers (see definitions) of VeriSign-issued certificates who obtain certificates after the effective date. Relying parties (see definitions) can obtain the benefits of the NetsureSM Protection Plan by purchasing a certificate at VeriSign's Digital ID Center at https://digitalid.verisign.com/enroll.html. The NetSureSM Protection Plan alters the limitations of liability applicable to subscribers who obtain certificates on or after the effective date. For more information, see the NetSureSM Protection Plan at https://www.verisign.com/repository/netsure and the NetSureTM Protection Plan FAQ at https://www.verisign.com/repository/netsure_faq.



10. The Certification Practice Statement (see definitions) contains various miscellaneous provisions [¤ 12], requires compliance with applicable export regulations [¤ 12.2], and prohibits infringement [¤ 12.14].



For more information, see VeriSign’s website at https://www.verisign.com or contact customer service at customer_service@verisign.com.
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Prefatory Material

� XE "Preface" �This section introduces the VeriSign Certification Practice Statement (CPS) and describes its structure and underlying conventions. It concludes with a list of acronyms and abbreviations used in the CPS. 



Executive Summary

This � XE "Executive Summary" �VeriSign Certification Practice Statement presents the practices that VeriSign, its issuing authorities (IAs), and authorized non-VeriSign IAs participating in the provision of VeriSignÕs public certification services (PCS) employ in issuing and managing certificates and in maintaining a certificate-based public key infrastructure (PKI)� XE "Public Key Infrastructure" �. It details and controls the certification process, from establishing IAs, commencing IA and repository operations, to enrolling subscribers. The PCS provide for issuing, managing, using, suspending, revoking, and renewing of certificates. The CPS is intended to legally bind and provide notice to all parties that create, use, and validate certificates within the context of the PCS. As such, the CPS plays a central role in governing the PCS, as represented in Figure 1.



	� EMBED Word.Picture.6  ���



Figure 1 Ð The Central Role of the VeriSign CPS� XE "Role of the VeriSign CPS" �



This CPS governs only a portion of the complement of services offered by VeriSign. Other VeriSign services may neither require nor invoke a hierarchy of IAs. The PCS will inevitably evolve to accommodate other structures in response to market demand. This CPS is periodically updated to reflect new services and to improve the PCS infrastructure in general. See CPS § 12.12.2.

Structure of the CPS

� XE "Structure of the CPS" �The CPS takes a life cycle, or Òcradle-to-grave,Ó approach to describing certification processes. It begins with IA establishment and start-up procedures and then covers general IA operations; enrollment; use of certificates; and certificate suspension, revocation, and expiration. The benefits of this approach include a chronological presentation of events and compatibility with the anticipated structure of leading private- and public-sector practice statements.
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	Figure 2 Ð CPS Life Cycle Structure� XE "CPS Life Cycle" �



Citing the CPS

� XE "Citing the CPS" �This Certification Practice Statement should be cited in other documents as the “VeriSign CPSÓ or the “VeriSign Certification Practice Statement.Ó It is internally cited as the “CPS,Ó or as ÒCPS ¤ _Ó and its appendices as ÒAppendix ¤ 13._Ó The CPS is updated periodically. Versions of the CPS are denoted by a version number following ÒCPSÓ (e.g., “version 1.2” or  ÒCPS 1.2Ó).

Underlined Text

� XE "Underlined Text" �Underlined text in the on-line version of this CPS represents the first instance in which defined terms (see Appendix 13.1 - Definitions) are used in this CPS. The WWW-based version(s) of this CPS use hypertext-linked underlined text (using HTML) for cross-referencing within the CPS and for quick reference to definitions and other relevant documents.

Publication

� XE "Publication" �This CPS is published: 

	(i) in electronic form within the VeriSign repository at https://www.verisign.com and ftp://ftp.verisign.com/repository/CPS,

	(ii) in electronic form via E-mail from CPS-requests@verisign.com, and 

	(iii) in paper form from VeriSign, Inc., 1390 Shorebird Way, Mountain View, CA  94043  USA,  Attn: Certification Services.



	¥ Each of the referenced VeriSign World Wide Web URLs is intended to invoke the HTTP with the Secure Sockets Layer (SSL) security protocol to facilitate Òsecure modeÓ record retrieval (when using a browser supporting SSL). Each such record is also available in Òunsecure modeÓ by replacing https:// with http://. The secure mode must be used to access the official version of all Web-accessed documents contained within the VeriSign repository.



	¥ To assure readers of the integrity of web-based versions of this CPS, a copy has been digitally signed using S/MIME and is downloadable from the VeriSign repository� XE "VeriSign Repository" �.



	¥ Certain URLs cited in this CPS point to directories rather than to actual messages. This facilitates maintaining such messages in multiple formats for the convenience of the reader. Much of the information referenced by VeriSign URLs in the CPS is also available as records in electronic and paper form by E-mail request to customer_service@verisign.com.

Customer Service Assistance, Education, and Training

� XE "Customer Service Assistance, Education, and Training" �This CPS assumes that the reader is generally familiar with digital signatures, PKIs, and VeriSignÕs PCS. If not, we advise some training in the use of public key techniques before the reader applies for a certificate. Educational and training information is accessible from VeriSign at https://www.verisign.com and https://digitalID.verisign.com. Additional assistance is available from VeriSign customer service representatives (customer_service@verisign.com).



All PCS applicants and subscribers acknowledge that (i) they have been advised to receive proper training in the use of public key techniques prior to applying for a certificate and that (ii) documentation, training, and education about digital signatures, certificates, PKI, and the PCS are available from VeriSign.

�Table of Acronyms and Abbreviations

� XE "Acronyms and Abbreviations" �

CA�certification authority��CK�common key��CPS�VeriSign Certification Practice Statement��CRL�certificate revocation list��CSR�certificate signing request��DAM�draft amendment (to an ISO standard)��FIPS�Federal Information Processing Standard��FTP�File Transfer Protocol��GMT�Greenwich Mean Time��HTTP�Hypertext Transfer Protocol��HTTPS�Hypertext Transfer Protocol with SSL��IA�issuing authority��LRA�local registration authority��LRAA�local registration authority administrator��NSI�nonverified subscriber information��PCA�VeriSign public primary certification authority��PCS�VeriSignÕs public certification services��PIN�personal identification number��PKCS�Public Key Cryptography Standards��PKI�public key infrastructure��RDN�Relative Distinguished Name��RSA�a cryptographic system (see definitions)��SET�Secure Electronic Transaction ��S/MIME�Secure Multipurpose Internet Mail Extensions��SSL�Secure Sockets Layer��URL�uniform resource locator��VDPE�VeriSign Distinguished Panel of Experts� XE "VeriSign Distinguished Panel of Experts" ���VR�VeriSign root��VSP�VeriSign Security Procedures��WWW or Web�World Wide Web��X.509�the ITU-T standard for certificates and their corresponding authentication framework��	

	Table 1 ÐTable of Acronyms and Abbreviations

�VERISIGN Certification INFRASTRUCTURE

� XE "VERISIGN CERTIFICATION INFRASTRUCTURE" �This section explains the architecture underlying the distribution of VeriSignÕs public certification services, as well as certificate classes, certificate extensions, time stamping, and the VeriSign repository.



Trust Infrastructure

� XE "Trust Infrastructure" �VeriSignÕs public certification services (PCS) are designed to support secure electronic commerce and other general security services to satisfy users’ technical, business, and personal needs for digital signatures and other network security services. To accomplish this, VeriSign-authorized issuing authorities (IAs Ð see definitions) serve as trusted third parties, issuing, managing, suspending, and revoking certificates in accordance with published practices.



The management and administrative functions of VeriSignÕs PCS are established to accommodate a large, public, and widely distributed community of users with diverse needs for communications and information security. To assure users that VeriSign services are substantially uniform, a general statement of the management and administrative practices used to protect the integrity of VeriSignÕs PCS is described in the CPS. As a result of such practices, VeriSign’s PCS accommodate a large and geographically dispersed community, enhancing usersÕ trust in these services. The various logical entities of the system implementation of the PCS are described in CPS ¤ 2.5.

General Discussion of Certificate Issuance and Management

� XE "Certificate Issuance, Generally" �� XE "Certificate Issuance and Management, Generally" �An IA acts as a trusted third party to facilitate the confirmation of the relationship between a public key and a named entity (see definition for “naming”). Such confirmation is expressly represented by a certificate Ð a message which is digitally signed and issued by an IA (see CPS ¤ 2.5). The high-level management of this certification process includes registration, naming, appropriate applicant authentication, issuance, revocation, suspension, and audit-trail generation. Naming may be performed principally by VeriSign or by another party. Naming of subscribers includes a registration process distinct from that used for certificate management which determines when certificates are valid and operational.



VeriSign currently offers three distinct levels of public certification services. Each level, or class, of certificate provides specific functionality and security features. Certificate applicants choose from this set of service qualities according to their needs; they must specify which class of certificate they desire. Depending on the class of certificate desired, certificate applicants may apply electronically or in writing to an IA, or they may be required to apply in person by contacting a local registration authority (LRA). Each certificate issued by an IA corresponds to a specific PCS trust level. There may be many IAs issuing certificates for a given trust level; these IAs may be differentiated by value-added services and practices suitable for differing communities.



In response to a certificate application, a certificate is then issued to the certificate applicant, or a draft of the certificate contents is sent to the certificate applicant. The certificate applicant must review the certificate or draft, determine its suitability for the certificate applicant’s intended purpose, and, if satisfied, accept the certificate via the certificate registration process. The new subscriber agrees to be bound by the continuing obligations of this CPS.



Certificate management also includes the deactivation of certificates and the decommission of the corresponding private keys, through a process involving the revocation and suspension of certificates. Additional IA services may include the listing, distribution, publication, storage, and retrieval of certificates in accordance with their particular intended use.

Security Services

� XE "Security Services" �� XE "Certificate Security Services" �VeriSignÕs public certification services support a variety of security mechanisms to protect communications and information assets. Certificates alone however, do not constitute such a mechanism. Rather, VeriSign’s PCS provide a framework within which security services may be used by other communicating parties. This framework uses digital signatures and their verification to facilitate the protection of communication and computer-based trade and commerce over open data networks and provides a means for determining whether security services are in fact providing the intended assurances.



Certificate-based security services may be used to counter threats to security in a user-defined environment. Users select security mechanisms, security technology, security service agreements, and PCS suitable for the users’ anticipated levels of risk, to protect users’ communications environments from compromise.



VeriSignÕs PCS currently use the RSA public key system for all certification-related purposes. However, VeriSign is committed to supporting other digital signature standards as market demand materializes for alternatives.

PCS Domain Administration

� XE "PCS Domain Administration" �VeriSignÕs PCS are administered in such a way that certain PCS activities may be performed by parties other than VeriSign. Uniform quality of service is maintained, despite functional and physical distribution of service provision. The underlying principle of domain administration relies upon a strict delegation of authority. To accomplish this, VeriSign relies upon decentralized, auditable IA agreement for the performance of specific published practices.



Each IA is authorized by a superior IA to perform certain PCS in a prescribed manner. Each IA also acts as an LRA unless it delegates such responsibility. Some of these functions concern the creation of IAs, while others concern the execution of authorized procedures by an IA once a superior IA has granted approval. To enhance uniformity of PCS, superior IAs delegate specific duties. VeriSignÕs administration policies ensure that autonomous parties agree to execute practices, including the issuance and management of certificates, in a manner that will maintain the uniformity of VeriSignÕs PCS. 

Certificate Classes

� XE "Certificate Classes" �VeriSign currently supports three distinct certificate classes within its PCS. Each class provides for a designated level of trust. The following subsections describe each certificate class. Also, further detail is provided in Table 2 (Certificate Attributes Affecting Trust).



The Descriptions for each certificate class (including within table 2, below) reflect applications and communications systems that have been or are in the process of being implemented by users. They do not represent an endorsement or recommendation by VeriSign or by any IA for any particular application or purpose, and they must not be relied upon as such. Users must independently assess and determine the appropriateness of each class of certificate for any particular purpose.

Class 1 Certificates

� XE "Class 1 Certificates" �Description: Class 1 certificates are issued to individuals only. Class 1 certificates confirm that a userÕs name (or alias) and E-mail address form an unambiguous subject name within the VeriSign repository. Class 1 certificates are communicated electronically to subscribers and added to his or her set of available certificates. They are typically used primarily for Web browsing and personal E-mail, to modestly enhance the security of these environments. They are also used to establish continuity in the sequence of communications (providing assurances that follow-up communications are from the same user). Class 1 certificates may also facilitate the provision of special benefits by certain third-party service providers such as Web site hosts when a certificate applicant optionally submits certain designated “Registration Field Information”� XE "Registration Field Information" � (country, zip code, age, and gender) in the certificate application during enrollment, and such information is then made available to third party service providers via the subscriber's certificate.



Assurance level:  Class 1 certificates do not facilitate the authentication of the identity of the subscriber. Rather, they merely represent a simple check of the non-ambiguity of the subject name within the VeriSign repository, plus a limited verification of the E-mail address. The subscriberÕs common name (and, when submitted, Registration Field Information) contained in a Class 1 certificate is considered nonverified subscriber information (NSI). These certificates provide the lowest level of assurance of all VeriSign certificates. They are not intended for commercial use where proof of identity is required and should not be relied upon for such uses. 

Class 2 Certificates

� XE "Class 2 Certificates" �Description:  Class 2 certificates are currently issued to individuals only. Class 2 certificates confirm that the application information provided by the subscriber does not conflict with information in well-recognized consumer databases. Class 2 certificates are typically used primarily for intraorganizational and interorganizational E-mail; small, Òlow-riskÓ transactions; personal/individual E-mail; password replacement; software validation; and on-line subscription services. VeriSign also offers different types of specialized-use Class 2 certificates intended to support other features such as software validation or object signing� XE "Object Signing Certificates" �. Class 2 certificates may also facilitate the provision of special benefits by certain third-party service providers such as Web site hosts when a certificate applicant optionally submits Registration Field Information in the certificate application during enrollment, and such information is then made available to third party service providers via the subscriber’s certificate. 



Following the on-line submission of a Class 2 subscriber agreement to a VeriSign Class 2 local registration authority (LRA), pertinent certificate applicant enrollment data is confirmed against third-party databases. Based upon such confirmation, the LRA will either approve or reject the application (see CPS ¤ 5 Ð Validation of Certificate Applications). Upon such approval, a postal address confirmation procedure is invoked by the IA (see CPS ¤ 5.1.4) except for certificates issued to non-VeriSign organizational LRAs. 



Assurance level:  Class 2 certificates may provide reasonable, but not foolproof, assurance of a subscriberÕs identity, based on an automated on-line process that compares the applicantÕs name, address, and other personal information on the certificate application against widely referenced databases. Confirmation is based upon VeriSign proprietary matching criteria of third-party databases against the information in the application.

�

Although VeriSignÕs Class 2 on-line identification process is aN advanced automated method of authenticating a certificate applicantÕs identity, it does not require the applicantÕs personal appearance before a trusted party (such as a local registration authority or notary). Consequently, the decision to obtain, use, or rely upon a Class 2 certificate should take into account its relative benefits and limitations, and the certificate should be used accordingly. further information about this on-line authentication process is accessible from the VeriSign repository at https://www.verisign.com.



When submitted, Registration Field Information contained in a class 2 certificate is considered NSI.

Class 3 Certificates

Description: Class 3 certificates are issued to individuals and organizations.

	¥ To individuals� XE "Class 3 Certificates - Individuals" � Ð Class 3 certificates provide important assurances of the identity of individual subscribers by requiring their personal (physical) appearance before a Class 3 LRA or its delegate (such as a notary). Another type of Class 3 individual certificate is the "Class 3 LRAA certificate." It is issued for authorized� XE "Local Registration Authority Administrator (LRAA)" � LRAA purposes only, exclusively to certain approved LRA Administrators (LRAAs) employed by non-VeriSign organizational LRAs. The LRAA must be authorized by the applicable LRA (via authenticated record) as a prerequisite to LRAA certificate approval. The private key corresponding to the public key contained in a Class 3 LRAA certificate must be generated and stored in a trustworthy manner according to applicable requirements (such as in a hardware-based cryptomodule).

	¥ To organizations � XE "Class 3 Certificates - Organizations" �Ð Class 3 certificates can provide assurances of the existence and name of various public- and private-sector organizations (such as government agencies and corporations). Validation of Class 3 certificate applications for organizations includes review by the applicable Class 3 IA of authorization records provided by the applicant or third-party business databases, and independent call-backs (Òout-of-bandÓ communications) to the organization. Class 3 certificates are used by VeriSign customers primarily for certain electronic commerce applications such as electronic banking, electronic data interchange (EDI), and membership-based on-line services. Additionally, VeriSign offers specialized-use Class 3 commercial software publisher certificates intended to support software validation. VeriSign also offers Export Control Certificates� XE "Export Control Certificates" � intended to support strong encrypted sessions for servers (see the Export Control Certificate FAQ at https://www.verisign.com/repository/export_faq).



Assurance level: Individual Class 3 certificate processes utilize various procedures to obtain probative evidence of the identity of individual subscribers. These validation procedures provide stronger assurances of an applicantÕs identity than Class 2 certificates. The practical uses and reliability of Class 3 certificates are bolstered by utilizing notaries (an existing, important, and legally-recognized authentication process). For business entity Class 3 certificates, the requirement for Òout-of-bandÓ communication with the business organization and confirmation of business entity information via third parties provide further assurance of trustworthiness.

Test Certificates

Test certificates may be issued by VeriSign for authorized testing purposes only. Test certificates are issued from the VeriSign Test CA, which is independent of the PCS and is controlled by the VeriSign Test CA CPS. See https://www.verisign.com/repository/test_ca_cps.html. Only authorized persons may use test certificates. Note:  The information contained within a test certificate shall be considered NSI.



Certificate Class Properties

� XE "Certificate Class Properties" �Table 2 describes certain properties of each certificate class. Each of the tableÕs headings is described below.









�Summary of Confirmation of Identity

�IA Private Key Protection� XE "IA Private Key Protection" ��Certificate Applicant and Subscriber Private Key Protection�Applications implemented or contemplated by

Users -See CPS ¤ 2.2 Disclaimer & ¤ 2.3.5. ��Class 1�Automated unambiguous name and E-mail address search�PCA: trustworthy hardware; CA: trust-worthy software or trustworthy hardware�Encryption software (PIN protected)

recommended but not required�Web-browsing &

certain E-mail usage��Class 2�Same as Class 1, plus automated enrollment information check plus automated address check�PCA & CA: trustworthy hardware�Encryption software (PIN protected) required�Individual and intra- and inter-company E-mail, on-line subscriptions, password replacement, and software validation��Class 3�Same as Class 1, plus personal presence & ID documents plus Class 2 automated ID check  for individuals; business records (or filings) for organizations�PCA & CA: trustworthy hardware�Encryption software (PIN protected) required;

hardware token recommended but not required �E-banking, corp. database access, personal banking, membership-based on-line services, content integrity services, E-commerce server, software validation; authentication of LRAAs; and strong encryption for certain servers��

	Table 2 - Certificate Properties Affecting Trust



Each class of certificate is characterized by a different level of the following properties: confirmation of identity (such as through personal presence or investigation), IA private key protection (and assurance of appropriate use), certificate applicant and subscriber private key protection, and operational controls. While the certificates (and VeriSignÕs supporting products and services) possess many other properties, those listed in Table 2 provide a framework for distinguishing some of their aspects that affect their relative trust. Each property is explained below:

Confirmation of Subscriber Identity

� XE "Confirmation of Subscriber Identity" �This refers to various actions taken by the IA to validate certificate applicantsÕ identity and confirm the information they provide during the application process. The type, scope, and extent of confirmation depends upon the class of certificate, the type of applicant, and other factors. The particular confirmation methods and their rigor depend upon the class of certificate. Confirmation is further described in CPS ¤ 5. 

IA Private Key Protection

� XE "IA Private Key Protection" �Each IAÕs private key is secured against compromise via trustworthy hardware products. However, Class 1 IAs (see Figure 4) may secure the secrecy of their private keys via encryption software alone. See CPS ¤ 4.1 (Key Generation and Protection� XE "Key Generation and Protection" �).

Certificate Subscriber (and Applicant) Private Key Protection

� XE "Certificate Subscriber (and Applicant) Private Key Protection" �The secrecy of the private keys of certificate subscribers (and applicants) must be protected through the use of encryption software or hardware tokens (such as smart cards or PC cards) as specified in this CPS. See CPS ¤ 4.1 (Key Generation and Protection� XE "Key Generation and Protection" �) and the Key Protection FAQ at https://www.verisign.com/repository/PrivateKey_FAQ.



As VeriSign observes new PCS usage patterns, it will consider providing a specific infrastructure that responds to such patterns.



Issuing authorities neither generate nor hold the private keys of certificate applicants or subscribers. Also, issuing authorities cannot ascertain or enforce any particular private key protection requirements of any certificate applicant or subscriber.

   NetSureSM Protection Plan

� XE "NetSure Protection Plan" �VeriSign will provide extended warranty protection under the NetSureSM

Protection Plan to subscribers obtaining certificates on or after its

effective date. Subject to the terms and conditions of the NetSureSM

Protection Plan and CPS § 11.2:

 

VeriSign will provide these subscribers with an enhanced set of

limited warranties compared to the limited warranties in CPS § 11.3.  These enhanced limited warranties provide specified protection against compromise, impersonation, delay in properly communicating a request for revocation or suspension, unauthorized suspension or revocation, loss of use, or erroneous issuance.



  In addition, VeriSign will pay incidental and consequential damages

sustained by these subscribers resulting from breaches of such warranties,

up to certain limits.



The NetSureSM Protection Plan is backed by United States Fidelity and Guaranty Company (USF&G). USF&G is an A rated insurance company and one of the top 25 largest insurers in the United States. See the NetSureSM Protection Plan for important details.



The NetSureSM Protection Plan is available in the VeriSign repository at

https://www.verisign.com/repository/netsure. For further information, see the FAQ regarding the NetSureSM Protection Plan at https://www.verisign.com/repository/netsure_faq.

Operational Controls

Operational controls � XE "Operational Controls" �refer to the organizational, human resources, and other management-oriented controls implemented for each class of certificate. Such controls include limits on who is permitted to obtain certificates, requirements concerning the training and education of IA personnel, policies establishing the separation of duties within IAs, documentation requirements, and prescribed procedures and audits. Many of these controls are identified in CPS ¤ 3 (Foundation for Certification  Operations).

Extensions and Enhanced Naming

Extension Mechanisms and the Authentication Framework

� XE "Extensions and Enhanced Naming" �� XE "Extension Mechanisms and the Authentication Framework" �The PCS facilitate the use of X.509 v1, v2, and v3 certificates. X.509 v3 certificates expand the capabilities of v1 and v2, including the ability to add certificate extensions. This capability, a standard component of VeriSign’s PCS, augments the standard authentication services model.

Standard and Service-Specific Extensions

� XE "Standard and Service-Specific Extensions" �The X.509 “Amendment 1 to ISO/IEC 9594-8:1995” defines a number of extensions. These provide various management and administrative controls useful for large-scale and multipurpose authentication. VeriSign’s PCS exploit a number of these controls for the purposes intended by X.509. (Note: X.509-compliant user software is assumed to enforce the validation requirements of this CPS. IAs and VeriSign cannot guarantee that such software will support and enforce these controls.)



In addition, this CPS allows users to define additional “private” extensions for purposes or modes of use specific to their application environment. Definitions for service-oriented extensions to and practices for handling such information during certificate application, approval, and issuance, are specified in the VSP and in publicly available documents from relevant sponsoring organizations. Examples of private extensions implemented within the PCS for service-specific purposes include the software validation scheme exploited by some versions of  Microsoft Windows® software and the Netscape Communications Corporation’s scheme for SSL security technology. See http://microsoft.com/security, and http://home.netscape.com/newsref/ref/netscape-security.html.

Identification and Criticality of Specific Extensions

� XE "Identification and Criticality of Specific Extensions" �� XE "Criticality of Specific Extensions" �The function of each extension is indicated by a standard OBJECT IDENTIFIER value (see definition for X.509). Additionally, each extension in a certificate is assigned a “criticality” true/false value. This value is set by the IA, possibly on the basis of information provided by the certificate applicant on the certificate application. This value must conform to certain constraints imposed by the organization responsible for the extension definition. 



The presence of a criticality value of true upon a specific extension requires all persons validating the certificate to consider the certificate invalid if they lack knowledge of the purposes and handling requirements for any specific extension with criticality value of true. If the criticality value of such extension is false, all persons shall process the extension in conformance with the applicable definition when performing validation or else ignore the extension. 

Certificate Chains and Types of IAs

� XE "Certificate Chains and Types of IAs" �� XE "Types of IAs" �VeriSign’s PCS use chains of certificates. Each IA in a VeriSign certificate chain performs particular procedures according to its assigned role in the VeriSign PKI (see CPS § 2.5). There are three generic roles an IA may play: root registration authority, IA for another IA, and IA for subscribers. An IA must be a subscriber of another IA. Where an IA is its own root, its self-signed public key shall conform to X.509 v1 format. It can potentially be trusted (based-upon out-of-band authentication mechanisms) without recourse to additional validation during verification of digital signatures (see CPS § 8 – Use of Certificates). When registered by a root registration authority, however, the IA’s certificate may contain extensions.

End-User Subscriber Certificate Extensions

� XE "End-User Subscriber Certificate Extensions" �IAs serving end-user subscribers may issue certificates containing extensions defined both by the X.509 Amendment 1 to ISO/IEC 9594-8:1995 and by sponsoring organizations such as Microsoft and Netscape (see CPS § 2.4.2). ISO-defined extensions used in the VeriSign PCS, whose content is assigned by the applicable IA, are currently limited to the following extensions: 

( basic constraints, 

( key usage, and 

( certificate policy. 



Briefly, the use of these extensions control the process of issuing and validating certificates. Table 3 describes which extensions are present in particular certificates.

ISO-Defined Basic Constraints Extension

� XE "ISO-Defined Basic Constraints Extension" �The basic constraints extension serves to delimit the role and position an IA or end-user subscriber certificate plays in a chain of certificates. For example, certificates issued to CAs and subordinate CAs contain a basic constraint extension that identifies them as IA certificates. End-user subscriber certificates contain an extension that constrains the certificate from being an IA certificate. 

ISO-Defined Key Usage Extension

� XE "ISO-Defined Key Usage Extension" �The key usage extension serves to limit the technical purposes for which a public key listed in a valid certificate may be used within the VeriSign PCS. IA certificates may contain a key usage extension that restricts the key to signing certificates, certificate revocation lists, and other data.

ISO-Defined Certificate Policy Extension

� XE "ISO-Defined Certificate Policy Extension" �The certificate policy extension limits a certificate to the practices required by (or indicated to) relying parties. The certificate policy extension, as implemented in the PCS, points its users to this CPS and qualifies appropriate usages (see CPS §  2.4.9.1).

Enhanced Naming and VeriSign Extensions

� XE "Enhanced Naming and VeriSign Extensions" �All end-user subscriber certificates, except for certain S/MIME v1 certificates, contain an additional “Organizational Unit” field — an X.520 attribute — that contains a brief statement regarding liability and incorporates by reference the complete CPS, such as ÒOU= www.verisign.com/repository/CPS Incorp. by Ref.,LIAB.LTD(c)97 Ò (this references the primary URL of the CPS, notes that liability is limited, and includes a copyright notice). This or comparable information may be present in application-defined X.509 v3 extensions for display to users by ÒlocalÓ (non-VeriSign vendor controlled) means. Note: the content of this Organizational Unit field is abbreviated because of the X.509 limitation of 64 bytes. This usage of an Organizational Unit field will be retired when functional and consistent use of  X.509 v3 extensions become ubiquitous.



When digital signature-verifying software or hardware (collectively, Òverifying softwareÓ) facilitates the acceptance and use of v3 certificate extensions, the verifying software will display both a reference to the CPS and a set of extensions that describe important portions of it. If the verifying software supports only limited or privately defined v3 extensions, the verifying software may then make use of those application-specific extensions, as appropriate, to equivalently disclose certain critical practice statement sections.



Figure 3 illustrates how VeriSign has implemented this approach within v3 certificates. Key elements in the figure are explained below.



� EMBED Word.Picture.6  ���

Figure 3 Ð Certificates and Information Incorporated by Reference� XE "Incorporation by Reference" �� XE "Certificates and Information Incorporated by Reference" �� XE "X509 v3 Certificate" �



Incorporation by Reference

� XE "Incorporation by Reference" �Extensions and enhanced naming are either fully expressed within a certificate or they are at least partially expressed in a certificate with the balance expressed in an external document incorporated by reference in the certificate (see definition of incorporate by reference).



The information contained in the enhanced Organizational Unit field is also present in the certificatePolicy extension, when present in a certificate. This CPS constitutes a “certificate policy” as defined by X.509 Amendment 1 to ISO/IEC 9594-8:1995. VeriSign, acting as a policy-defining authority, has assigned to the CPS an object identifier value which is present in the certificatePolicy extension. The definition of this “certificate policy” requires the use of a policy qualifier which VeriSign has defined to include pointer values, warnings, liability limitations, and warranty disclaimers as described in Table 3 and as follows.

Pointers to CPS

� XE "Pointers to CPS" �Both computer-based pointers (using URLs or other identifiers and mechanisms) and English (human-readable) text or pointers are used, so that certificate users can easily locate and access the CPS and other relevant information.

Warnings, Liability Limitations, and Warranty Disclaimers

� XE "Warnings" �� XE "Liability Limitations" �� XE "Warranty Disclaimers" �Each certificate includes a brief statement detailing applicable limitations of liability and disclaimers of warranty, with a pointer to the full text of such warnings, limitations, and disclaimers in the CPS. Alternatively, such information may be displayed by a certificate-viewing function, possibly following a hypertext link to a message accessible by users or agents, rather than being embedded in the certificate.



The methods of communicating information (to be displayed by a user) are as follows: an enhanced naming organizational unit attribute; a VeriSign standard qualifier to a VeriSignÐregistered certificate policy (using a standard v3 extension); and other vendors’ registered extensions (such as a NetscapeÐregistered ÒCommentÓ extension).



An “enhanced” organizational unit attribute contains the string ÒOU= www.verisign.com/repository/CPS Incorp. by Ref.,LIAB.LTD(c)97Ó, or similar string.



Table 3 describes the typical contents of certificate extensions and the qualifier types defined for the VeriSign CPS certificate policy identifier.

�

Name/Cert. Extension Fields�Purpose &

Description�Accompanying English (or other human-readable) Text��General Extensions for CA and Subordinate CA:

------------------------

basicConstraints



keyUsage







General Extensions for End-User Subscriber:

-----------------------

basicConstraints





certificatePolicy�





See CPS § 2.4.6



See CPS § 2.4.7











See CPS § 2.4.6



See CPS § 2.4.8�





Non Critical  

	cA = TRUE



Non Critical  

	keyCertSign (Bit 5 set)

	cRLSign (Bit 6 set)







Non Critical  

	cA = FALSE



Non Critical  

	See CPS § 2.4.9.3��VeriSign standard qualifier ÐPractices

Reference�Contains text referring to the VeriSign repository (and in future versions of this CPS, certain non-VeriSign repositories), which holds the VeriSign CPS, CRL, and other information.

�ÒThis certificate incorporates by reference, and its use is strictly subject to, the VeriSign Certification Practice Statement (CPS), available in the VeriSign repository at: https://www.verisign.com; by E-mail at CPS-requests@verisign.com; or by mail at VeriSign, Inc., 2593 Coast Ave., Mountain View CA 94043 USA Copyright (c)1997 VeriSign, Inc.  All Rights Reserved. CERTAIN WARRANTIES DISCLAIMED AND LIABILITY LIMITED.Ó(As of 5/15/97, this CPS is available by mail at VeriSign, Inc., 1390 Shorebird Way, Mountain View, CA 94043 USA)��VeriSign standard qualifier ÐcpsURLs�A single uniform resource locator indicating the source of this CPS.�“https://www.verisign.com/repository/ CPS” or similar URL

��VeriSign standard qualifier ÐNoticeID�An object identifier referring to a registered string whose content indicates information about warnings, cautions, warranty disclaimers, and limitations of liability regarding the use of VeriSign PCS certificates. It is intended to be displayed with every certificate within the user agent (e.g., computer or terminal) certificate viewing function (but it is not embedded in any certificate).�Registered string of value "WARNING: USE OF THIS CERTIFICATE IS STRICTLY SUBJECT TO THE VERISIGN CERTIFICATION PRACTICE STATEMENT.  THE ISSUING AUTHORITY DISCLAIMS CERTAIN IMPLIED AND EXPRESS WARRANTIES, INCLUDING WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, AND, WILL NOT BE LIABLE FOR CONSEQUENTIAL, PUNITIVE, AND CERTAIN OTHER DAMAGES. SEE THE CPS FOR DETAILS."��VeriSign standard qualifier ÐNSINotice�An object identifier referring to a registered string whose content indicates that the certificate contains data for which the IA provides no assurances of accuracy.�Registered string of value ÒContents of the VeriSign registered nonverifiedSubjectAttribute extension value shall not be considered as information confirmed by the IA.Ó��

	Table 3 Ð VeriSign Certificate Extensions� XE "VeriSign Certificate Extensions" �



Alternatively a certificate contains, in a User Notice certificate policy qualifier, a reference to the following text which is displayed by certain products: 

This certificate incorporates the VeriSign Certification Practice Statement (CPS) by reference. Use of this certificate is governed by the CPS. 

The CPS is available in the VeriSign repository at https://www.verisign.com/repository/CPS and ftp://ftp.verisign.com/repository/CPS; by E-mail at CPS-requests@verisign.com; and by mail at VeriSign, Inc.,  1390 Shorebird Way, Mountain View, CA  94043  USA, Attn: Certification Services. 

THE CPS DISCLAIMS AND LIMITS CERTAIN LIABILITIES, INCLUDING CONSEQUENTIAL AND PUNITIVE DAMAGES. THE CPS ALSO INCLUDES CAPS ON LIABILITY RELATED TO THIS CERTIFICATE. SEE THE CPS FOR DETAILS.

The CPS and this certificate are copyrighted: Copyright (c) 1997 VeriSign, Inc. All Rights Reserved

VeriSign PKI Hierarchy

� XE "VeriSign PKI Hierarchy" �� XE "PKI Hierarchy" �VeriSignÕs public certification services are implemented within a PKI-entity hierarchy composed of the following IAs:

	¥ the VeriSign root (VR), 

	¥ three or more VeriSign public primary certification authorities (PCAs),

	¥ three or more VeriSign CAs (at least one CA under each VeriSign PCA), and

	¥ other CAs (including subordinate CAs) authorized by VeriSign or an authorized IA to operate within the VeriSign PCS, consistent with this CPS.



Within the PKI-entity hierarchy, IAs are interrelated via the relationship of Òlocation subordinate to,Ó which indicates that one IA serves on behalf of another. An IA shall issue IA certificates using either general or enhanced authentication procedures (for IA validation), depending upon the certificate class of the end-user subscriber certificates issued by the last IA in the hierarchy.



In addition, IAs may delegate certain registration functions to one or more LRAs. The VeriSign PKI also includes the VeriSign naming authority and VeriSign repository. Figure 4 provides an overview of the VeriSign PKI. (LRAs are not included in Figure 4, to further simplify the figure).



Note: Figure 4 does not necessarily include all issuing authorities and other entities within the hierarchy. An updated topology of the hierarchy, including naming and configuration of its components is available at https://www.verisign.com/repository/hierarchy.
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	Figure 4  Ð  Simplified VeriSign PKI Hierarchy� XE "VeriSign PKI Hierarchy" �

VeriSign Root

� XE "VeriSign Root" �The VeriSign root (VR) is a VeriSign-owned and -operated entity that issues certificates for PCA public keys. The VR approves the distinguished names of PCAs. The VR also serves as the apex of trust within the VeriSign PCS. Each PCA also self-signs its own public key and provides such self-signed public key to the VR during registration. Both parties also complete the then-currently required procedures specified in the VeriSign Security Policy (VSP). 



The VRÕs initial RSA key size is 2048 bits. A trustworthy hardware device (FIPS 140-1 Level 3 certifiable) is used to create, protect, and destroy the VRÕs private key. The VR’s key pair may be replaced and the replacement public key published in the VeriSign repository. Certain shares (see CPS ¤ 3.17 - Secret Sharing� XE "Secret Sharing" �) of the VRÕs private key are retained by nonÐVeriSign employees to enhance the trustworthiness and security of the VR, in accordance with the secret-sharing procedures detailed in this CPS. 



Note: the VR is not yet implemented because its 2048 bit key size is not recognized by all necessary end-user software, among other reasons. Currently, each PCA acts as a root.

Public Primary Certification Authorities (PCAs)

� XE "Public Primary Certification Authorities (PCAs)" �The PCAs serve as the highest-level active certification entities within the VeriSign PCS. The PCAs issue, suspend, and revoke certificates for all CAs within VeriSignÕs PCS. All PCAs are subordinate to the VR within VeriSignÕs PKI. Each PCA is owned and operated by VeriSign.



Each PCA’s initial key size is 1024 bits. A trustworthy hardware device (FIPS 140-1 Level 3 certifiable) is used to create, protect, and destroy each PCAÕs private key. The purposes, assurances, services, and obligations of each PCA (and the rights and responsibilities of its certificate applicants, subscribers, certificate recipients, relying parties, and CAs/subordinate CAs within its certification chain) are presented in this CPS.



Cross-certification between VeriSign PCAs and comparable entities within non-VeriSign PKIs is permitted if (i) VeriSign determines that the non-VeriSign entity provides at least a comparable function and level of assurance and trustworthiness, (ii) cross-certification is expected to enhance the value of VeriSignÕs certificates to VeriSign subscribers, (iii) both entities have executed an appropriate VeriSign cross-certification agreement, (iv) VeriSign and the non-VeriSign entity have issued certificates to the other, (v) each party has accepted such certificate, and (vi) revocation and repository procedures are agreed upon between the parties.

Certification Authorities (CAs)

� XE "Certification Authorities (CAs)" �Each CA is subordinate to one PCA and operates in accordance with this CPS and any specific constraints imposed by that PCA (which are consistent with this CPS). Class 1-3 CAs may issue, manage, and revoke end-user subscriber certificates, as permitted by this CPS. Class 2-3 CAs may also issue IA certificates to subordinate CAs, at VeriSignÕs sole discretion. Subordinate CAs may issue, manage, and revoke end-user subscriber certificates, as permitted by this CPS.



Each CAÕs (and subordinate CAÕs) initial key size is 1024 bits. A trustworthy hardware device (FIPS 140-1 Level 3 certifiable) is used to create, protect, and destroy the private keys of Class 2, and 3 CAs. CAs and subordinate CAs are generally owned and operated by VeriSign, but upon agreement between VeriSign and the other entity, VeriSign may authorize non-VeriSign CAs and their subordinate CAs (or non-VeriSign subordinate CAs that are subordinate to a VeriSign CA) to join VeriSign’s PCS (see CPS ¤ 3.1).

Local Registration Authorities (LRAs) and LRA Administrators (LRAAs)

Local registration authorities (LRAs) are entities that evaluate and approve or reject certificate applications. LRAs also have the authority to approve the revocation (or where authorized, suspension) of certificates. LRAs may employ LRA Administrators �xe "Local Registration Authority Administrator (LRAA)"�(LRAAs) to perform the work of the LRA. LRAs operate on behalf of and (within the context of the CPS) under the exclusive authority of a single IA (the VR, PCA or CA that actually issues the certificates). An IA may have more than one LRA. 



Without otherwise limiting their authority, LRAs may rely upon the following for confirming certificate applicant information: (i) notarial acts that reasonably appear to be performed in good order and (ii) well-recognized forms of identification, such as passports and driverÕs licenses. Notaries may serve as LRAAs if so designated by the applicable IA, but notaries are otherwise generally independent (they are not agents of LRAs, since they provide services to certificate applicants directly) and support certain validation functions for certificate applications (see CPS § 2.6 - Notaries; the Notary FAQ in the VeriSign repository at https://www.verisign.com. 



Non-VeriSign organizational LRAs � XE "Non-VeriSign organizational LRAs" �are LRAs not affiliated with VeriSign that are authorized to approve the issuance and revocation of certificates to affiliated individuals within the LRA’s organization. For example, a company may become a non-VeriSign organizational LRA in order to approve (or disapprove) the issuance of certificates to its own employees and other affiliated individuals and may not approve the issuance of certificates to the general public. 



Certificates issued by non-VeriSign organizational LRAs may only be issued to individuals whose affiliation with the LRA is ascertainable by the LRAA via appropriate internal documentation (such as human relations (HR) employee and independent contractor rolls). All certificates issued as a result of a non-VeriSign organizational LRA’s approval of a certificate application shall contain a distinguished name that states the affiliation of its subject. Non-VeriSign organizational LRAs are exclusively responsible for approving or not approving certificate applications. Consequently, VeriSign and IAs disclaim all such responsibility. 



LRAA requirements are presented in CPS ¤ 3.20, below.

Naming Authority

� XE "Naming Authority" �A naming authority, called the VeriSign naming authority, coordinates the issuance of relative distinguished names (RDNs) for all VeriSign IAs. The VeriSign naming authority may also specify naming conventions for subject names within the VeriSign repository which may vary by certificate class and by IA. These naming conventions may also vary between issuance and re-issuance/re-enrollment. Non-VeriSign IAs must either use the VeriSign naming authority, or establish or otherwise use a naming authority whose procedures are not in conflict with those of the VeriSign naming authority and do not register RDNs by the VeriSign naming authority.

VeriSign Repository

� XE "VeriSign Repository" �The VeriSign repository is a publicly available collection of databases for storing and retrieving certificates and other information related to certificates. All IAs must utilize the VeriSign repository as the primary and official repository for all VeriSign PCS purposes. The VeriSign repository’s content includes but is not limited to the following: certificates, CRLs and other suspension and revocation information, current and prior versions of the VeriSign CPS, and other information as prescribed by VeriSign from time to time.



The VeriSign repository will not alter any certificate or any notice of certificate suspension or revocation it receives in proper form from an IA, and it will accurately represent the content of such materials.

Publication by the VeriSign Repository

� XE "Publication by the VeriSign Repository" �� XE "VeriSign Repository" �The VeriSign repository will act promptly to publish certificates, amendments to the CPS, notices of certificate suspension or revocation, and other information, consistent with this CPS and applicable law. The VeriSign repository is accessible at https://www.verisign.com and by other communications methods as may be designated by VeriSign from time to time.



VeriSign may publish both within and outside of the VeriSign repository a subscriberÕs certificate and CRL-related data. This CPS prohibits accessing of any data in the repository (or data otherwise maintained by an IA) that is declared confidential by the CPS and/or by the VeriSign repository, unless authorized by VeriSign. 

Notaries

� XE "Notaries" �Notaries are generally outside of VeriSign’s PKI (except as provided in this CPS). However, notaries do serve identity-confirming and other traditional notarial roles, such as by acknowledging certain types of certificates (such as Class 3 individual certificates) and non-VeriSign CA applications (see CPS ¤ 3.1.1). For non-U.S. jurisdictions without notarial institutions, any requirement in this CPS for the use of a notary must be witnessed by an attorney, solicitor, embassy official, or other comparable authorized legal professional. VeriSign reserves the right to determine whether any particular notary or notarial institution satisfies the requirements of this CPS.



�foundation for Certification operations

� XE "FOUNDATION FOR CERTIFICATION OPERATIONS" �This section establishes the foundation and controls for trustworthy PCS operations. It includes the operating requirements for VeriSign’s PCS, including record keeping, auditing, and personnel requirements. It also presents the obligations of an IA upon the termination or cessation of its operations.



NOTE: CERTIFICATE APPLICATION PROCEDURES� XE "CERTIFICATE APPLICATION PROCEDURES" � ARE PRESENTED IN CPS ¤ 4, BELOW.

Prerequisites for Approval as a Non-VeriSign CA within the PCS

� XE "Prerequisites for Approval as a Non-VeriSign CA" �VeriSignÕs PCS are founded upon IAs operated by VeriSign. In VeriSign’s discretion, other trustworthy entities may participate in VeriSignÕs PCS as CAs or subordinate CAs. To achieve uniform levels of trustworthiness throughout the PCS, non-VeriSign CAs and subordinate CAs agree to follow the various control requirements of this CPS.

Non-VeriSign CA Application

� XE "Non-VeriSign CA Application" �Each non-VeriSign entity desiring to serve as a CA or subordinate CA shall complete the non-VeriSign CA application applicable to the class of certificate it intends to issue (inquire of VeriSign for the non-VeriSign CA application form). The non-VeriSign CA application will include among other things:



	(a) the name, street address, voice and facsimile telephone numbers, and electronic mail address(es) of the CA applicant, its administrative contacts, and its authorized representatives,

	(b) the CA applicantÕs proposed distinguished name,

	(c) the CA applicantÕs public key(s) and the procedures for the generation, storage, use, and destruction of its corresponding private key(s),

	(d) a description of any event (for example, current or past insolvency) that could materially affect the CA applicantÕs ability to act as a CA or subordinate CA pursuant to the CPS,

	(e) a reference to, and confirmation of the adoption of, this CPS by the CA applicant and the CA applicant’s procedures for distributing copies of this CPS,

	(f) a statement of the purpose and scope of anticipated certificate technology, management, or operations to be outsourced,

	(g) certified or acknowledged copies of the CA applicantÕs appropriate business registration documents,

	(h) a representation by the CA applicant that to its best knowledge and  belief it can and will comply with the requirements of this CPS, and

	(i) any other information required by VeriSign.



CA applications must be acknowledged before a notary. For domestic (U.S.) CA applications, an authentication of the notaryÕs authority to take the acknowledgment (via a certificate of authenticity Ð see the Notary FAQ in the VeriSign repository at https://www.verisign.com), issued by the applicable secretary of state or other government officer, is also required. (See CPS § 2.6 - Notaries)



Failure by a CA applicant to provide the required information will delay or preclude CA application processing.

Submission of Non-VeriSign CA Application to VeriSign

� XE "Submission of Non-VeriSign CA Application" �Completed, notarially acknowledged CA applications (including required supplemental information) shall be submitted to the applicable VeriSign PCA at:  1390 Shorebird Way, Mountain View, CA  94043  USA,  Attn. Certification Services.

Approval to Initiate CA Activities

� XE "Approval to Initiate CA Activities" �Upon completion of its review of a CA application and the performance of such further investigation as it shall deem appropriate, the applicable VeriSign PCA shall approve or deny the CA applicant's participation as a CA or subordinate CA. The applicable VeriSign PCA shall make a reasonable effort to approve or deny such applications within three to six business weeks.



A PCA will indicate its approval of a CA application by (i) executing a VeriSign PCA-CA agreement and (ii) issuing a certificate to the applicant. The decision to approve or deny a CA application shall be solely at the discretion of the applicable VeriSign PCA, which further reserves the right to rescind CA or subordinate CA approval at any time. Breach of or failure to observe CPS requirements is reasonable basis for rescission.

VeriSignÕs Right to Investigate Compromises

� XE "VeriSign’s Right to Investigate Compromises" �� XE "Compromises" �IAs and VeriSign may, but are not obligated to, investigate all compromises to the furthest extent of the law. By submitting a CA application (see CPS ¤ 3.1) or certificate application (see CPS ¤ 4), all applicants authorize the undertaking and scope of such investigations and agree to assist in determining all facts, circumstances, and other pertinent information that the IA and VeriSign deem appropriate and consistent with the CPS, provided that such investigations comply with all applicable privacy and data protection laws. Investigations of IAs may include but are not necessarily limited to interviews, the review of applicable books, records, and procedures, and the examination and inspection of relevant facilities. Investigations of certificate applicants and subscribers may include but are not necessarily limited to interviews and requests for and evaluation of documents.

Conformance to this CPS

� XE "Conformance to this CPS" �IAs, LRAs, and the VeriSign repository shall conform to this CPS in performing their respective services.

Trustworthiness

� XE "Trustworthiness" �IAs, LRAs, and the VeriSign repository shall utilize only trustworthy systems in performing their respective services.

Financial Responsibility

� XE "Financial Responsibility" �IAs shall have sufficient financial resources to maintain their operations and perform their duties, and they must be reasonably able to bear the risk of liability to subscribers and recipients of certificates and other persons who may rely on the certificates and time stamps they issue. IAs shall also maintain insurance coverage for errors and omissions.

Records Documenting Compliance

� XE "Records Documenting Compliance" �IAs shall maintain and make available to VeriSign upon request, records in a trustworthy fashion, including 

	(i) documentation of their own compliance with the CPS, and

	(ii) documentation of actions and information that is material to each certificate application and to the creation, issuance, use, suspension, revocation, expiration, and renewal or re-enrollment of each certificate it issues. These records shall include all relevant evidence in the IAÕs possession regarding

		¥ the identity of the subscriber named in each certificate (except for Class 1 certificates, for which only a record of the subscriberÕs unambiguous name is maintained),

		¥ the identity of persons requesting certificate suspension or revocation (except for Class 1 certificates, for which only a record of the subscriberÕs unambiguous name is maintained),

		¥ other facts represented in the certificate, 

		¥ time stamps, and

		¥ certain foreseeable material facts related to issuing certificates.



Records may be kept in the form of either computer-based messages or paper-based documents, provided their indexing, storage, preservation, and reproduction are accurate and complete. An IA may require a subscriber or its agent to submit documents to enable the IA to comply with this section.

Time Stamping

� XE "Time Stamping" �Time stamping is intended to enhance the integrity of VeriSignÕs PCS and the trustworthiness of certificates and to contribute to the nonrepudiation of digitally signed messages. Time stamping creates a notation that indicates (at least) the correct date and time of an action (expressly or implicitly) and the identity of the person or device that created the notation. All time stamps reflect Greenwich mean time (GMT) and adopt the Universal Time Conventions (UTC). For purposes of this CPS, any two-digit year in the range 00-69 means 2000-2069, and in the range 70-99 means 1970-1999.



The following data shall be time stamped, either directly on the data or on a correspondingly trustworthy audit trail, by the applicable IAs:

	¥ certificates,

	¥ CRLs and other suspension and revocation database entries,

	¥ each version of the CPS,

	¥ customer service messages, and

	¥ other information, as prescribed by this CPS.



Note: Cryptographic-based time stamping will be incrementally implemented by VeriSign IAs for all relevant messages.

Records Retention Schedule

� XE "Records Retention Schedule" �IAs shall retain in a trustworthy fashion records associated with Class 1 and 2 certificates for at least five (5) years and records associated with Class 3 certificates for at least thirty (30) years after the date a certificate is revoked or expires. Such records may be retained as either retrievable computer-based messages or paper-based documents.

Audit

� XE "Audit" �IAs shall implement and maintain trustworthy systems to preserve an audit trail for all material events, such as key generation and certificate application, validation, suspension, and revocation. A certified public accountant with demonstrated expertise in computer security or an accredited computer security professional shall audit the operations of each IA and corresponding LRAs at least annually, at the sole expense of the audited entity, to evaluate its compliance with this CPS and other applicable agreements, guidelines, procedures, and standards. Non-VeriSign IAs shall promptly submit audit reports concerning such audits to VeriSign.



VeriSignÕs receipt of such third-party audit reports constitutes neither endorsement nor approval on the part of VeriSign of the content, findings, and recommendations of such reports. VeriSign may review such reports to protect VeriSignÕs PCS. Since VeriSign is not the author of such audit reports and is therefore not responsible for their content, VeriSign does not express any opinion on such audit reports and shall not be held responsible for any damages to anyone resulting from VeriSignÕs reliance on such audit reports.

Contingency Planning and Disaster Recovery

� XE "Contingency Planning" �� XE "Disaster Recovery" �IAs shall implement, document, and periodically test appropriate contingency planning and disaster recovery capabilities and procedures, consistent with this CPS and the VSP.

Availability of IA Certificates

� XE "Availability of IA Certificates" �IAs shall make copies of their own certificates (i.e., those in which the IA is the subject) and any revocation data (where applicable) available to any person who has and desires to duly verify a digital signature that is verifiable by reference to such a certificate.

Publication by Issuing Authorities

� XE "Publication by Issuing Authorities" �IAs must publish their certificate, revocation data, and this CPS.

Confidential Information

� XE "Confidential Information" �The following information shall be considered received and generated in confidence by VeriSign and the applicable IA and may not be disclosed except as provided below:

	¥ CA application records, whether approved or disapproved,

	¥ Subscriber agreement� XE "Subscriber Agreement" �s and certificate application records (except for information placed in a certificate or repository per this CPS),

	¥ transactional records (both full records and the audit trail of transactions),

	¥ PCS audit trail records created or retained by VeriSign or an IA,

	¥ PCS audit reports created by VeriSign, an IA, the VeriSign repository (to the extent such reports are maintained), or their respective auditors (whether internal or public), 

	¥ contingency planning and disaster recovery plans, and

	¥ security measures controlling the operations of IA hardware and software and the administration of certificate services and designated enrollment services.



Neither IAs nor VeriSign shall disclose or sell applicant names or other identifying information, and neither shall share such information, except in accordance with this CPS. Note, however, that the VeriSign repository shall contain certificates, as well as revocation and other certificate status information (see CPS ¤¤ 2.5.6, 2.5.7 regarding the VeriSign repository).



Voluntary Release / Disclosure of Confidential Information� XE "Disclosure of Confidential Information" �.� XE "Voluntary Release of Confidential Information" �� XE "Confidential Information" �

Neither IAs nor VeriSign shall release or be required to release any confidential information without an authenticated, reasonably specific request prior to such release from (i) the person to whom the IA or VeriSign owes a duty to keep such information confidential and (ii) the person requesting confidential information (if not the same person); or a court order. The IA or VeriSign may require that the requesting person pay a reasonable fee before disclosing such information.

Personnel Management and Practices

� XE "Personnel Management and Practices" �IAs shall formulate and follow personnel and management practices that provide reasonable assurance of the trustworthiness and competence of their employees and of the satisfactory performance of their duties. Such practices shall be consistent with this CPS.

Trusted Positions

� XE "Trusted Positions" �All employees, contractors, and consultants of an IA (collectively, ÒpersonnelÓ) that have access to or control over cryptographic operations that may materially affect the IAÕs issuance, use, suspension, or revocation of certificates, including access to restricted operations of the VeriSign repository, shall, for purposes of this CPS, be considered as serving in a trusted position. Such personnel include, but are not limited to, customer service personnel, system administration personnel, designated engineering personnel, and executives who are designated to oversee the IA’s trustworthy system infrastructures.

Investigation and Compliance

� XE "Investigation and Compliance" �IAs shall conduct an initial investigation of all personnel who are candidates to serve in trusted positions to make a reasonable attempt to determine their trustworthiness and competence. IAs shall conduct periodic investigations of all personnel who serve in trusted positions to verify their continued trustworthiness and competence in accordance with VeriSign’s personnel practices or equivalent.

Removal of Persons in Trusted Positions

� XE "Removal of Persons in Trusted Positions" �� XE "Persons in Trusted Positions" �� XE "Trusted Positions" �All personnel who fail an initial or periodic investigation shall not serve in a trusted position. The removal of any person serving in a trusted position shall be at the sole discretion of the applicable IA (or VeriSign, in the case of VeriSign personnel).

Accreditations

Approval of Software and Hardware Devices

� XE "Accreditations" �� XE "Approval of Software and Hardware Devices" �� XE "Software and Hardware Devices" �All PCS-related hardware and software shall be approved by VeriSign, an authorized VeriSign consultant, or other recognized authority (as designated from time to time by VeriSign), as appropriate.

Personnel in Trusted Positions

� XE "Personnel in Trusted Positions" �� XE "Trusted Positions" �All personnel serving in trusted positions shall be accredited by a recognized external accreditation organization, as appropriate. This provision does not include members of the board of directors of VeriSign or of any IA, except for such persons serving in an operational capacity in the PCS.

Organizational Good Standing

� XE "Organizational Good Standing" �An IA shall be in good standing with (and, where applicable, accredited, certified, or licensed by) applicable agencies and authorities whose rules and regulations materially affect IA trustworthiness and as required by law or contract.

IA Key Generation

� XE "IA Key Generation" �An IA shall securely generate and protect its own private key(s), using a trustworthy system, and take necessary precautions to prevent its loss, disclosure, modification, or unauthorized use. 

Secret Sharing

� XE "Secret Sharing" �An IA shall use secret sharing (see definitions), using authorized secret share holders, to enhance the trustworthiness of their private key(s) and provide for their key’s recovery, as described below.

�

Entity�Required 

Secret Shares to Enable IAÕs Private Key to Sign End-User Subscriber Certificates�Required 

Secret Shares to Sign IAÕs Certificate�Total 

Secret Shares Distributed�Disaster Recovery Shares*







Needed | Total��VR�TBD�TBD�TBD�TBD�TBD��Class 1 PCA�n/a�5�9�3�4��Class 2 PCA�n/a�5�9�3�4��Class 3 PCA�n/a�5�9�3�4��Class 1 CA�2 (+1 CK) *�3 (+1 CK)�6�2

(+1 CK)�3

(+1 CK)��Class 2 CA and subordinate CAs�2 (+1 CK)�3 (+1 CK)�6�2 

(+1 CK)�3

(+1 CK)��Class 3 CA and subordinate CAs�2 (+1 CK)�3 (+1 CK)�6�2

(+1 CK)�3 

(+1 CK)��

	*In addition to the above-listed number of assigned secret shares required for CAs and subordinate CAs, a common key (ÒCKÓ) is required (thus effectively increasing by one the total number of keys required for all CAs and subordinate CAs for secret sharing purposes). However, an assigned secret share can be used as a substitute for a common key. Common keys are used to keep certain hardware cryptomodules in operational mode without the security risk that results from leaving assigned secret shares in such cryptomodules (other than to enable them).



	Table 4 Ð Secret Share Distribution

Hardware Protection

� XE "Hardware Protection" �IAs must use approved trustworthy hardware cryptomodules for all operations requiring the use of their private key, except for Class 1 CAs, which may use trustworthy software with secret sharing. The procedure for creating such private keys may be published in the VeriSign repository.

Representations by IA

� XE "Representations by IA" �An IA intending to distribute secret shares of its private key(s) represents and warrants to all applicable entities that it lawfully possesses private key(s) intended to be secret shared and has the authority to transfer them to authorized secret share holders, in accordance with this CPS.

Acceptance of Secret Shares by Secret Share Holders

� XE "Acceptance of Secret Shares by Secret Share Holders" �� XE "Secret Share Holders" �For a secret share holder to accept a secret share, a majority of the designated secret share holders must have personally observed the creation, re-creation, and distribution of the share and its subsequent chain of custody.



Each secret share holder must receive the secret share within a physical medium, such as a VeriSign-approved hardware token. Once the secret share holder is satisfied that his or her inspection of the delivered secret share is complete, he or she shall acknowledge acceptance of the secret share by signing and returning to the applicable IA a secret share acceptance form provided by that IA.

Safeguarding the Secret Share

� XE "Safeguarding the Secret Share" �The secret share holder shall use trustworthy systems to protect the secret share against compromise. Except as provided in this CPS, the secret share holder agrees that he or she shall not

	¥ divulge, disclose, copy, make available to third parties, or make any unauthorized use whatsoever of the secret share,

	¥ reveal (expressly or implicitly) that he or she, or any other secret share holder, is a secret share holder, or

	¥ store the secret share in a location that fails to provide for its recovery in the event the secret share holder becomes incapacitated or unavailable (except when the secret share is being used for authorized purposes).

Availability and Release of Secret Shares

� XE "Availability and Release of Secret Shares" �� XE "Release of Secret Shares" �The secret share holder shall make the secret share available to authorized entities (listed in the secret share holder acceptance form) only when provided with proper authorization by an authenticated record (see next paragraph). In the event of a disaster situation (when declared by the secret share issuer), the secret share holder shall report to a disaster recovery site in accordance with instructions from the secret share issuer. Prior to traveling to any contingency/disaster recovery site and releasing the secret share, the secret share holder shall authenticate the declaration of the secret share issuer as specified on the secret share acceptance form (except where prohibited by law or legal process, such as concerning certain criminal investigations). This procedure will include the use of a challenge phrase (communicated from the secret share issuer to the secret share holder) to ensure that the secret share holder is not tricked into traveling to the wrong location thereby incapacitating the secret share issuerÕs ability to recover. At the disaster recovery site, the secret share holder shall physically deliver (in person) the secret share in order to participate in the disaster recovery procedure.



The secret share holder may rely upon any instruction, document, message, record, instrument, or signature he or she reasonably believes to be genuine, provided he or she authenticates such declaration of the secret share issuer in the manner provided by the preceding paragraph. The secret share issuer will provide the secret share holder with a sample set of all signatures to be used to authenticate the instructions of the secret share issuer.

Record Keeping by Secret Share Issuers and Holders

� XE "Record Keeping by Secret Share Issuers and Holders" �Secret share issuers and holders shall keep records of activities pertaining to all secret share materials. The secret share holder shall provide information regarding the status of the secret share to the secret share issuer or its designee upon authenticated request.

Secret Share Holder Liability

� XE "Secret Share Holder Liability" �The secret share holder shall perform his or her obligations under this CPS and must act in a reasonable and prudent manner in all respects. The secret share holder shall notify the secret share issuer of any loss, theft, improper disclosure, or compromise of the secret share immediately upon learning of it. The secret share holder is not responsible for failure to fulfill his or her obligations due to causes beyond his or her reasonable control but shall be liable for improper disclosure of secret shares or failure to notify the secret share issuer of improper disclosure or compromise through his or her fault, including negligence or recklessness.

Indemnity by Secret Share Issuer

� XE "Indemnity by Secret Share Issuer" �� XE "Secret Share Issuer Indemnity" �The secret share issuer agrees to indemnify and hold harmless the secret share holder from all claims, actions, damages, judgments, arbitration fees, expenses, costs, attorney's fees, and other liabilities incurred by the secret share holder related to the secret share that are not caused or contributed to by the secret share holderÕs fault, including negligence, or recklessness.

Conformance to Operational Period Constraints

� XE "Conformance to Operational Period Constraints" �� XE "Operational Period Constraints" �The CA applicant shall ensure that the operational period assigned to an IA certificate conforms to the restrictions imposed on that IA by the superior IA that establishes operational periods.

Security Requirements

Communication Security Requirements 

� XE "Security Requirements, Generally" �� XE "Communication Security Requirements" �All communications pursuant to this CPS among VeriSign and the other parties in the PCS must use an application that provides appropriate security mechanisms commensurate with the attendant risks. Without limiting the generality of the foregoing, computer-based notices, corresponding notice acknowledgments, and any other communications affecting the security of the PCS shall also be appropriately secured.

Facilities Security Requirements

� XE "Facilities Security Requirements" �An IA shall operate trustworthy facilities that are in substantial conformance with the VSP, or equivalent.

Local Registration Authority Administrator (LRAA) Requirements

� XE "Local Registration Authority Administrator (LRAA) Requirements" �LRAAs serve in trusted positions (see CPS ¤ 3.14 Ð Personnel Management and Practices� XE "Personnel Management and Practices" �). The minimum requirements for an LRAA depend upon the class and affiliation of the certificates issued, based on the applications that an LRAA is authorized to approve. Note that certain non-VeriSign organizational LRA requirements are less rigorous than requirements for a normal LRAA because the former does not issue certificates to the general public and therefore requires less experience in the general validation of identification documents. Rather, the non-VeriSign organizational LRA bases its certificate approval decisions upon a simplified, internal list of authorized employees and other "affiliates" or other business records. LRAA requirements are presented in Table 5.





 �LRAA

Class 1 and 2�Non-VeriSign Organizational 

LRAA Class 2�LRAA 

Class 3��Education

�n/a - LRAA functions are automated�No less than requirements for the company’s human resources personnel handling company confidential employee records�At least 2 years of college, completion of paralegal or notary course of instruction, or equivalent experience

��Training�n/a - LRAA functions are automated

�Successful completion of on-line LRAA demonstration program and must be employed by the LRA for at least 3 months �Two weeks of LRAA apprenticeship and must be employed by the LRA for at least 3 months. Completion of notary training within six (6) months of commencing LRAA employment��Accreditations� XE "Accreditations" ��n/a - LRAA functions are automated�n/a - Must be an employee in good standing with his/her LRA �Paralegal certificate or notary commission, or comparable accreditation within stated parameters. Must be an employee in good standing with his/her employer and LRA��Initial Investigation�n/a - LRAA functions are automated�Per applicable trusted position requirements 

(see CPS ¤ 3.14.1)�Per trusted position requirements 

(see CPS ¤ 3.14.1)��Ongoing Investigations�n/a - LRAA functions are automated�Annually (recommended)�Annually

��Bonding�n/a - LRAA functions are automated�No�Yes��Record Keeping�Per CPS ¤ 3.6�Yes, per CPS § 3.6. LRAAs not associated with a VeriSign-owned or operated IA shall independently retain applicable records per CPS ¤ 3.6

�Yes, per CPS ¤ 3.6 

��	

	Table 5 Ð LRAA Requirements



Termination or Cessation of IA Operations

� XE "Termination of IA Operations" �� XE "Cessation of IA Operations" �The following obligations are intended to reduce the impact of a termination of service by providing for timely notice, transfer of responsibilities to succeeding entities, maintenance of records, and certain remedies.

Requirements Prior to Cessation

� XE "Requirements Prior to Cessation" �Before ceasing to act as an IA, an IA must:

	(i) Notify its superior IA (and also VeriSign, if the superior IA is not owned and operated by VeriSign) of its intention to cease acting as an IA. Such notice shall be made at least ninety (90) days before ceasing to act as an IA. The superior IA may require additional statements in order to verify compliance with this provision.

	(ii) Provide to the subscriber of each unrevoked or unexpired certificate it issued ninety (90) days notice of its intention to cease acting as an IA.

	(iii) Revoke all certificates that remain unrevoked or unexpired at the end of the ninety (90) day notice period, whether or not the subscribers have requested revocation.

	(iv) Give notice of revocation to each affected subscriber, as detailed in CPS ¤ 9.

	(v) Make a reasonable effort to ensure that discontinuing its certification services will cause minimal disruption to its subscribers and to persons duly needing to verify digital signatures by reference to the public keys contained in outstanding certificates.

	(vi) Make reasonable arrangements for preserving its records.

	(vii) Pay reasonable restitution (not to exceed the certificate purchase price) to subscribers for revoking their certificates before their expiration date.

Reissuance of Certificates by a Successor IA

� XE "Reissuance of Certificates by a Successor IA" �� XE "Successor IA" �To provide uninterrupted IA services to its certificate applicants and subscribers, a discontinuing IA must arrange with another such authority, subject to the other IAÕs prior written approval, for reissuance of its outstanding subscriber certificates. In reissuing a certificate, the succeeding IA (not to be confused with a subordinate IA) is subrogated to the rights and defenses of the discontinuing IA and, to the extent agreed in writing between the discontinuing and succeeding IA, assumes all of its obligations and liabilities regarding outstanding certificates. Unless a contract between the discontinuing IA and a subscriber provides otherwise, and subject to the succeeding IAÕs written approval, the CPS will remain in effect under the succeeding IA as under the original IA.



The requirements of this subsection may be varied by contract, provided such modifications affect only the contracting parties.

�Certificate application procedures

� XE "CERTIFICATE APPLICATION PROCEDURES" �This section describes the certificate application process. It includes the requirements for key pair generation and protection and lists the information required for each class of certificate.



All persons (other than an IA) desiring a certificate shall contemporaneously complete the following general procedures for each certificate application:

	¥ generate a key pair and demonstrate to the applicable IA that it is a functioning key pair,

	¥ protect the private key (of this key pair) from compromise,

	¥ determine a proposed distinguished name, and

	¥ submit a certificate application (and subscriber agreement), including the public key of this key pair, to the applicable IA.

Key Generation and Protection

� XE "Key Generation and Protection" �The following procedures are applicable to all entities generating keys as provided in this CPS.

Holder Exclusivity; Controlling Access to Private Keys

� XE "Holder Exclusivity\; Controlling Access to Private Keys" �� XE "Controlling Access to Private Keys" �Unless otherwise permitted by this CPS, each certificate applicant shall securely generate his, her, or its own private key, using a trustworthy system, and take necessary precautions to prevent its compromise, loss, disclosure, modification, or unauthorized use. It is understood that subscribers (and certificate applicants) will generally use non-VeriSign products that provide appropriate protection to keys. See the Subscriber Private Key Protection FAQ at https://www. verisign.com/repository/ PrivateKey_FAQ.



Each certificate applicant (and, upon approval, each subscriber) acknowledges that such person, and not VeriSign (or the applicable IA), is exclusively responsible for protecting his, her, or its private key(s) from compromise, loss, disclosure, modification, or unauthorized use.



Users and IAs agree not to monitor, interfere with, or reverse engineer the technical implementation of the PCS except as explicitly permitted by this CPS or upon prior written approval from VeriSign. 

Delegation of Responsibilities for Private Keys

� XE "Delegation of Responsibilities for Private Keys" �Delegation, if it occurs, does not relieve the delegator of his, her, or its responsibilities and liabilities concerning the generation, use, retention, or proper destruction of his, her, or its private key.

Certificate Application Information and Communication

Certificate application information includes the items listed in the following Table 6. Not all of the following information will appear in a certificate (see Figure 3 - Certificates and Information Incorporated by Reference). Notes: The items of such information not included in the certificate will be kept confidential by the IA (see CPS ¤ 3.13).  Certain Class 2 information for affiliated individuals of non-VeriSign organizational LRAs may be not be required in an application but instead made generally available through such LRAs.

�

Class of Certificate�Required Certificate Application Information� XE "Certificate Application Required Information" ���Class 1�Individuals:

	Required Information

	(a) Common name (or alias)

	(b) Subject public key

	(c) E-mail address

(d) Executed subscriber agreement

	(e) Credit card information (if applicable)

Challenge phrase (to later authenticate subscriber to the IA)

Other information as prescribed by the IA or VeriSign

	Optional

(h) Demographic data (Registration Field Information)

	

Method of Communicating Application: The IA communicates a certificate prototype (unsigned) and a subscriber agreement to the certificate applicant. By completing this on-line dialog via a secure Web channel, the certificate applicant then affirms that (i) the certificate applicant information is accurate and (ii) he or she has read, understands, and agrees to the term of the subscriber agreement. Upon completion of specified validation procedures, the IA sends E-mail to the E-mail address that was provided by the certificate applicant in the certificate application. This E-mail message contains a PIN (and optionally, a draft of information content to be included in the certificate) that authorizes the certificate applicant to obtain a certificate from the IA.

Business Entities: Class 1 certificates are issued to individuals only.��Class 2�Individuals:

	Required Information

	(a) Legal name (in the form of a common name)

	(b) Proposed distinguished name

	(c) Street, city, state, postal/zip code, country (of residence)

	(d) Voice telephone numbers (of residence)

	(e) E-mail address

	(f) Subject public key

	(g) Credit card information

	(h) SpouseÕs first name (if applicable)

	(i) Social security number

	(j) Date of birth

	(k) Employer (if applicable)

	(l) Challenge phrase (to later authenticate subscriber to the  IA)

	(m) Executed subscriber agreement

	(n) Previous address (if changed within last two years)

	(o) DriverÕs license information (if applicable)

The Òsoftware publisher’s pledgeÓ (for individual software publisher certificate applicants only Ð see CPS  ¤ 4.3)

Other information as prescribed by the IA or VeriSign



	Optional

	(r) Demographic data (Registration Field Information)

	Method of Communicating Application: Same as Class 1. 

	Agents/Authorized Representatives:  n/a

Business Entities: Class 2 certificates are issued to individuals only.��Class 3�Individuals:

	Required Information Ð Same as Class 2, plus:

	(a) Subscriber agreement acknowledged by a notary or LRA (to fulfill the Òpersonal presenceÓ requirement) upon presentation of three (3) forms of identification by the certificate applicant.

	Optional Ð 

	(b) Previous employer

	Agents/Authorized Representative: Class 3 permits businesses (but not individuals) to have an agent apply for a certificate, naming the principal (business) as a subscriber. 	Method of Communicating Application: TBD



Business Entities:

	Required Information

Domain name

Organization

Organizational unit (if applicable)

Technical and billing contact persons

City, state, country, postal/zip code

	(f) Proof of right to use name (via third-party database checks and out-of-band verification)

	(g) Proof of organizational status (such as proof of articles of incorporation, where applicable, or comparable proof)

	(h) Proof of agentÕs authority

	(i) The Òsoftware publisher’s pledgeÓ (for commercial software publisher certificate applicants only Ð see CPS ¤ 4.3)

	(j) Server serial number (for non-U.S. based Export Control Certificate applicants only Ð see CPS § 5.1.6)

	Optional-

	(k) DUNS number 

	Agents/Authorized Representative: See above

	Method of Communicating Application: The completed application (and subscriber agreement) shall be submitted in electronic form.��

	Table 6 Ð Required Certificate Application Information



Software Publisher’s Pledge (For Microsoft AuthenticodeTM Only)

� XE "Software Publisher’s Pledge" �Each individual and commercial software publisher who applies for an individual or commercial software publisher certificate hereby makes the following software publisher’s pledge to all users and the applicable IA concerning software that the software publisher digitally signs with a private key corresponding to the public key contained in a certificate: 



In addition to the other representations, obligations, and warranties contained or referenced in the certificate application, the [individual] [commercial] software publisher certificate applicant represents and warrants that he, she, or it shall exercise reasonable care consistent with prevailing industry standards to exclude programs, extraneous code, viruses, or data that may be reasonably expected to damage, misappropriate, or interfere with the use of data, software, systems, or operations of the other party.





This software publisher’s pledge is made exclusively by the [individual] [commercial] software publisher certificate applicant. Issuing authorities and VeriSign shall not be held responsible for the breach of such representations and warranties by the [individual] [commercial] software publisher under any circumstance. The decision of the applicable IA and VeriSign shall be final as to whether or not (i) a software publisher materially breached this software pledge, and (ii) any responsive actions taken (or not taken) by the IA and VeriSign were necessary and appropriate.

�Validation of certificate ApplicationS

� XE "VALIDATION OF CERTIFICATE APPLICATIONS" �This section presents the requirements for validation of certificate applications to be performed by the applicable IA or by an authorized local registration authority. It also explains the procedures for applications that fail validation.



Validation Requirements for Certificate Applications

� XE "Validation Requirements for Certificate Applications" �� XE "Requirements for Certificate Application Validation" �Upon receipt of a certificate application (per CPS ¤ 4 Ð Certificate Application Procedures) the IA shall perform all required validations as a prerequisite to certificate issuance (per CPS ¤ 6 Ð Issuance of Certificates), as follows.



	The IA shall confirm that

		(a) the certificate applicant is the person identified in the request (in accordance with and only to the extent provided in the certificate class descriptions, see CPS ¤ 2, and as further described below),

		(b) the certificate applicant rightfully holds the private key corresponding to the public key to be listed in the certificate (this obligation may be satisfied by a statement to this effect from the certificate applicant),

		(c) the information to be listed in the certificate is accurate, except for nonverified subscriber information (NSI), and

any agents who apply for a certificate listing the certificate applicantÕs public key (permissible for Class 3 certificates, for business entities only) are duly authorized to make such a request.



Once a certificate is issued, the IA shall have no continuing duty to monitor and investigate the accuracy of the information in a certificate, unless the IA is notified in accordance with this CPS of that certificateÕs compromise.



Table 7 (Validation Requirements for Certificate Applications� XE "Validation Requirements for Certificate Applications" �) highlights certain differences between the validation requirements for each certificate class. VeriSign reserves the right to update these validation procedures to improve the validation process. Further details concerning validations are presented below. Updated validation procedures (when released) are presented in the VeriSign repository at https://www.verisign.com/repository/updates and may also be obtained from VeriSign, Inc., 1390 Shorebird Way, Mountain View, CA  94043  USA   Attn. Certification Services.

�

Validation Requirements�Class 

1�Class 

2�Class 

3��Personal presence�No�No�Yes Ð Individuals: Before a notary or LRA (except non-VeriSign organizational LRA applicants)

Organizations: Optional��Personal investigation

(for individuals)�No�No�Yes Ð Individuals: By a notary in conjunction with the notaryÕs acknowledgment of the certificate application��Third-party automated confirmation of personal (individual) data�No�Yes�Yes (see description below)��Third-party confirmation of business entities�n/a�n/a�Yes (see description below)��Postal address confirmation�n/a�Yes (see below)�n/a ��InterNIC domain name confirmation�n/a�n/a�Yes (see description below)��Export controls confirmation�n/a�n/a�Yes, for Export Control Certificates (see description below)��

Table 7 Ð Validation Requirements for Certificate Applications� XE "Validation Requirements for Certificate Applications" �



Personal Presence

� XE "Personal Presence" �In order to effect an appropriate binding between the applicant and the applicantÕs public key, individuals applying for Class 3 certificates must appear personally before a trusted entity (such as a notary or an LRA) to facilitate the confirmation of their identity. A personal presence requirement has many variables (depending upon the class and type of certificate), including but not limited to specified identification documents.

Third-Party Confirmation of Personal Data

� XE "Third-Party Confirmation of Personal Data" �� XE "Confirmation of Personal Data" �Where required, a third party confirms personal information provided by the certificate applicant by comparing it to the third partyÕs databases. Confirmation is achieved if the certificate applicant’s data is consistent with the database information, based on VeriSignÕs custom matching algorithm or another appropriate determination process.



On-line investigation provides some assurance of identity by comparing certificate applicant identity information against credit bureau databases. These databases may also provide confirmation of the applicantÕs address. The scope of on-line investigations is, however, subject to individual countriesÕ data protection laws. Special procedures may also be implemented by an IA, depending on the requirements of the certificate applicant and the class of certificate to be issued. 

Third-Party Confirmation of Business Entity Information

� XE "Third-Party Confirmation of Business Entity Information" �� XE "Confirmation of Business Entity Information" �Where required, the third party confirms the business entity’s name, address, and other registration information through comparison with third-party databases and through inquiry to the appropriate government entities. Confirmation of information of companies, banks, and their agents requires certain customized (and possibly localized) procedures focusing on specific business-related criteria (such as proper business registration). The third party also provides telephone numbers that are used for out-of-band communications with the business entity to confirm certain information (for example, to confirm an agent’s position within the business entity or to confirm that the particular individual listed in the application is in fact the applicant). If its databases do not contain all the information required, the third party may undertake an investigation, if requested by the IA, or the certificate applicant may be required to provide additional information and proof. 

Postal Address Confirmation

� XE "Postal Address Confirmation" �Upon issuance of a Class 2 (provisional) certificate, the IA shall send a corroboration letter (via first class mail) to the postal address submitted in the certificate application and confirmed (via third party database - see CPS § 5.1.2). This corroboration procedure provides further confirmation that the subscriber’s address matches the address listed in the certificate application and therefore provides further assurances that the subscriber is who he or she purports to be.



The corroboration letter (letter) contains a personal identification number (PIN) that is intended to enhance the authentication of the certificate applicant. The letter instructs the recipient (of the letter) to request cancellation of the application process and revocation of the certificate in the event the certificate application is determined to have been submitted by an imposter. This cancellation procedure is available only during the certificate’s provisional period, and is distinct from certificate revocation procedures. If revocation has not occurred during the provisional period, the provisional certificate shall become a normal certificate thereafter. Postal address confirmation does not apply to Class 2 certificates approved by non-VeriSign organizational LRAs. 

InterNIC Domain Name Confirmation & Serial Number Assignment

� XE "InterNIC Domain Name Confirmation & Serial Number Assignment" �The naming authority used by an IA and VeriSign shall have sole discretion regarding the assignment of relative distinguished names (RDNs) and certificate serial numbers appearing in the certificates they issue. IAs shall use the InterNIC for resolving RDN assignment where appropriate. For information about InterNIC procedures and assurances, see http://ds.internic.net/ds/admin.html.

Export Controls Confirmation

�xe "Export Controls Confirmation"�In addition to the other validations undertaken for Class 3 certificates, VeriSign shall perform the following confirmations as a condition of issuing Export Control Certificates for installation on a server.

	(i) VeriSign shall require the certificate applicant to identify the country in which such server shall be located in the certificate application. The certificate applicant’s identification of such country shall constitute a representation and warranty that such server is in fact located in the identified country.

(ii) If the certificate applicant represents and warrants that such server shall be located in the United States, VeriSign shall confirm that the country field in the certificate application specifies “U.S.” VeriSign shall also confirm that information obtained from a  reliable third-party database - see CPS § 5.1.3) indicates that the entity identified in the “organizational contact information” field of the certificate application is located within the United States. 

(iii) If the certificate applicant represents and warrants that such server will be located outside of the United States, VeriSign shall confirm that the certificate applicant appears on a list provided by the web server software manufacturer. Each entry on the list shall contain: (a)  the name of the entity for which the web server software manufacturer obtained United States Government export approval and (b) the unique control number associated with such entry on the list. VeriSign shall obtain such list (as an authenticated record communicated in a confidential manner) from the web server software manufacturer. VeriSign shall require the certificate applicant to include the server’s associated control number in the certificate application. VeriSign shall confirm that the certificate applicant’s name appears on the list supplied by the web server manufacturer and that the control number supplied by the certificate applicant matches the control number corresponding to the certificate applicant’s name on the list.

Approval of Class 1 or 3 Certificate Applications

� XE "Approval of Class 1 or 3 Certificate Applications" �Upon successful performance of all required validations of a Class 1 or 3 certificate application (in accordance with CPS ¤ 5.1), the applicable IA shall approve the application. Approval is demonstrated by issuing a normal certificate according to CPS ¤ 6 (Issuance of Certificates). 

Approval of Class 2 Certificate Applications

� XE "Approval of Class 2 Certificate Applications" �Upon successful performance of all required IA-internal validations of a Class 2 certificate application (in accordance with CPS ¤ 5.1), the applicable IA shall provisionally approve the certificate application. Such approval is demonstrated by that IA issuing a provisional certificate according to CPS ¤ 6.2 (Provisional Certificates� XE "Provisional Certificates" �). 

Rejection of Certificate Application

� XE "Rejection of Certificate Application" �If a validation fails, the applicable IA shall reject the certificate application by promptly notifying the certificate applicant of the validation failure and providing the reason code (except where prohibited by law) for such failure. Where such validation failure is caused as a result of third-party database information, the applicable IA shall provide the certificate applicant with the third-party database company’s contact information for inquiry and dispute resolution. Such notice shall be communicated to the certificate applicant using the same method as was used to communicate the certificate application to the IA (or LRA).



A person whose certificate application has been rejected may thereafter reapply.

� ISSUANCE OF CERTIFICATES

� XE "ISSUANCE OF CERTIFICATES" �This section presents the requirements for the issuance of certificates. It also lists the specific representations issuing authorities make upon issuing certificates.



Normal Certificates

� XE "Normal Certificates" �Upon approving a certificate application (per CPS ¤ 5), an IA issues a certificate. The issuance of a normal certificate indicates a complete and final approval of the certificate application by an IA. The normal certificate is deemed to be a valid certificate upon the subscriberÕs acceptance of it (see CPS ¤ 7 regarding acceptance).

Provisional Certificates

� XE "Provisional Certificates" �Provisional certificates are issued within certain certificate classes (currently Class 2) pending verification of the subscriberÕs postal mailing address. A provisional certificate becomes a “normal” certificate at the end of the provisional period provided there has been no revocation. See Table 9.

Consent by Subscriber for Issuance of Certificate by IA

� XE "Consent by Subscriber for Issuance of Certificate by IA" �An IA shall not issue certificates without the certificate applicant’s consent. Consent to issue is presumed from applicantÕs submission of an application notwithstanding the fact that acceptance of a certificate has not yet occurred.

Refusal to Issue a Certificate

� XE "Refusal to Issue a Certificate" �An IA may refuse to issue a certificate to any person, at its sole discretion, without incurring any liability or responsibility for any loss or expenses arising out of such refusal. Upon an IA’s refusal to issue a certificate, the IA shall promptly refund to any certificate applicant any paid certificate enrollment fee, unless the certificate applicant submitted fraudulent or falsified information to the IA.

IAÕs Representations Upon Certificate Issuance

IAÕs Representations to Subscriber

� XE "IA’s Representations Upon Certificate Issuance" �� XE "IA’s Representations to Subscriber" �(i) Unless otherwise provided in this CPS or mutually agreed upon by both the IA and the subscriber in an authenticated record, the IA promises to the subscriber named in the certificate that

	(a) there are no misrepresentations of fact in the certificate known to the IA or originating from the IA,

	(b) there are no data transcription errors as received by the IA from the certificate applicant resulting from a failure of the IA to exercise reasonable care in creating the certificate, and

	(c) the certificate meets all material requirements of this CPS.



(ii) Unless otherwise provided in this CPS or mutually agreed upon by both the IA and the subscriber in an authenticated record, the IA promises to the subscriber to make reasonable efforts, consistent with the terms of this CPS,

	(a) to promptly revoke or suspend certificates in accordance with CPS ¤ 9, and

	(b) to notify subscribers of any facts known to it that materially affect the validity and reliability of the certificate it issued to such subscriber.



(iii) The obligations and representations in CPS ¤¤ 6.5.1 (i) and (ii) are made and undertaken solely for the benefit of the subscriber and are not intended to benefit or be enforceable by any other party. An IA makes reasonable efforts, for purposes of CPS ¤ 6.5.1(ii), if its conduct substantially complies with this CPS and applicable law.

IAÕs Representations to Relying Parties

� XE "IA’s Representations to Relying Parties" �� XE "Relying Parties" �By issuing a certificate an IA represents to all who reasonably rely on a digital signature verifiable by the public key listed in the certificate that consistent with this CPS:

	(i) all information in or incorporated by reference within the certificate, except nonverified subscriber information (NSI), is accurate, and

	(ii) the IA has substantially complied with the CPS when issuing the certificate.

IAÕs Representations Upon Publication

� XE "IA’s Representations Upon Publication" �� XE "Publication" �By publishing a certificate (see CPS ¤ 7.5), an IA certifies to the VeriSign repository and to all who reasonably rely on the information contained in the certificate that it has issued the certificate to the subscriber and that the subscriber has accepted the certificate, as described in CPS ¤ 7.1.

Limitations on IA Representations

The foregoing representations in CPS §§ 6.5 and 6.6 are subject to either (i) the disclaimers of warranty and limitations of liability in CPS §§ 11.4, 11.5, and 11.6 or, (ii) in the case of subscribers who have obtained certificates (other than demo, free, or test certificates) on or after the effective date of the NetSureSM Protection Plan, CPS § 11.2 and the disclaimers of warranty and limitations of liability in the NetSureSM Protection Plan.

Time of Certificate Issuance

� XE "Time of Certificate Issuance" �IAs shall make reasonable efforts to confirm certificate application information and issue end-user subscriber certificates once all relevant information is received by the IA within the following time periods:



�Class 1�Class 2�Class 3��Time 

Period�ÒImmediatelyÓ to 2 hours�ÒImmediatelyÓ to 1 business day�1-5 business days��

	Table 8 Ð Certificate Issuance Deadlines� XE "Certificate Issuance Deadlines" �



VeriSign's and IA's satisfaction of these deadlines depends  upon a certificate applicant's timely submission of complete and accurate information, and responsiveness to any VeriSign and IA administrative requests, including the provision of appropriate and accurate payment information and approval.

Certificate Validity and Operational Periods

� XE "Certificate Validity and Operational Periods" �All certificates shall be considered valid upon issuance by the applicable IA and acceptance by the subscriber (see CPS ¤ 7). The standard operational periods for the various classes of certificates are as follows, subject to earlier termination of the operational period due to suspension or revocation.



Certificate  Issued By:�Class 

1�Class 

2�Class 

3��VR to PCA�3 years�3 years�2 years��PCA to CA�2 years�2 years�2 years��CA to Subordinate CA�n/a�TBD�TBD��CA to End-user/ Subscriber�1 year�Pro-visional

Cert.:

21 days�Norm.

Cert.:

1 year�1 year��

	Table 9 Ð Certificate Operational Periods



All certificates begin their operational period at the date and time of issuance, unless a later date and time (no later than sixty (60) days after the date of issue) is indicated in the certificate. The operational period begins at this date and time even if the certificate has not yet been accepted and is therefore not yet valid.

Restrictions on Issued but not Accepted Certificates

� XE "Restrictions on Issued but not Accepted Certificates" �� XE "Issued but not Accepted Certificates" �A subscriber must not create digital signatures using a private key corresponding to the public key listed in a certificate (or otherwise use such private key) if the foreseeable effect would be to induce or allow reliance upon a certificate which is invalid (because it has not been accepted).

�ACCEPTANCE OF CERTIFICATES by subscriberS

� XE "ACCEPTANCE OF CERTIFICATES BY SUBSCRIBERS" �This section explains the requirements for certificate acceptance by subscribers, the representations made by subscribers upon acceptance, subscribersÕ obligations to protect their private keys, and procedures for the publication of certificates.



Certificate Acceptance

� XE "Certificate Acceptance, Generally" �A subscriber is deemed to have accepted a certificate when, following communication of the application per CPS ¤ 4.2, approval is manifested as described in Table 10.



Class�Means of Establishing Acceptance��Class 1�Individuals:

	On-line (via the Web): The certificate applicant enters his or her PIN to obtain and accept the certificate. Note: The certificate applicant must notify the IA of any inaccuracy or defect in a certificate promptly after receipt of the certificate or publication of the certificate in the repository, or upon earlier notice of informational content to be included in the certificate.



	E-mail (S/MIME): The certificate applicant submits a CSR to the IA to accept the certificate. Upon completion of specified validation procedures, the IA then sends the certificate to the E-mail address from which the certificate application originated. Note: The certificate applicant must promptly notify the IA of any inaccuracy or defect in a certificate or publication of the certificate in the repository, or upon earlier notice of informational content to be included in the certificate.



Business Entities: n/a��Class 2�Individuals:

	On-line (via the Web): Same as on-line Class 1. Additionally, upon the certificate applicant’s receipt of the corroboration letter from the IA, the certificate applicant shall review the letter’s content and contact the IA should the letter contain an error, in accordance with CPS ¤ 5.1.4 (Postal Address Confirmation� XE "Postal Address Confirmation" �).



	E-mail (S/MIME): Same as E-mail Class 1.



Business Entities: n/a��Class 3�Individuals:

	On-line (via the Web): Same as on-line Class 1.



	E-mail (S/MIME): Same as E-mail Class 1.



Business Entities:

	On-line (via the Web): Same as on-line Class 1.



	E-mail (S/MIME): TBD��

	Table 10 Ð Methods of Certificate Acceptance� XE "Certificate Acceptance Methods" �



Representations by Subscriber Upon Acceptance

� XE "Representations by Subscriber Upon Acceptance" �By accepting a certificate issued by an IA, the subscriber certifies to and agrees with the IA and to all who reasonably rely on the information contained in the certificate that at the time of acceptance and throughout the operational period of the certificate, until notified otherwise by the subscriber,

	(i) each digital signature created using the private key corresponding to the public key listed in the certificate is the digital signature of the subscriber and the certificate has been accepted and is operational (not expired, suspended or revoked) at the time the digital signature is created,

	(ii) no unauthorized person has ever had access to the subscriberÕs private key,

	(iii) all representations made by the subscriber to the IA regarding the information contained in the certificate are true,

	(iv) all information contained in the certificate is true to the extent that the subscriber had knowledge or notice of such information and does not promptly notify the IA of any material inaccuracies in such information as set forth in CPS § 6.1,

	(v) the certificate is being used exclusively for authorized and legal purposes, consistent with this CPS, and

	(vi) the subscriber is an end-user subscriber and not an IA, and will not use the private key corresponding to any public key listed in the certificate for purposes of signing any certificate (or any other format of certified public key) or CRL, as an IA or otherwise, unless expressly agreed in writing between subscriber and the IA.



By accepting a certificate, the subscriber acknowledges that he, she, or it agrees to the terms and conditions contained in this CPS and the applicable subscriber agreement.

Subscriber Duty to Prevent Private Key Disclosure

� XE "Subscriber Duty to Prevent Private Key Disclosure" �� XE "Private Key Disclosure" �By accepting a certificate, the subscriber assumes a duty to retain control of the subscriberÕs private key, to use a trustworthy system, and to take reasonable precautions to prevent its loss, disclosure, modification, or unauthorized use.

Indemnity by Subscriber

� XE "Indemnity by Subscriber" �By accepting a certificate, The subscriber agrees to indemnify and hold the IA, VeriSign, and their agent(s) and contractors harmless from any acts or omissions resulting in liability, any loss or damage, and any suits and expenses of any kind, including reasonable attorneysÕ fees, that the IA, VeriSign, and their agents and contractors may incur, that are caused by the use or publication of a certificate, and that arises from (i) falsehood or misrepresentation of fact by the subscriber (or a person acting upon instructions from anyone authorized by the subscriber); (ii) failure by the subscriber to disclose a material fact, if the misrepresentation or omission was made negligently or with intent to deceive the IA, VeriSign, or any person receiving or relying on the certificate; or (III) FAILURE TO PROTECT THE SUBSCRIBER'S PRIVATE KEY, TO USE A TRUSTWORTHY SYSTEM, OR TO otherwise TAKE the PRECAUTIONS NECESSARY TO PREVENT the COMPROMISE, LOSS, DISCLOSURE, MODIFICATION, OR UNAUTHORIZED USE of the subscriber’s private key.



When a certificate is issued at the request of a subscriber's agent, both the agent and the subscriber shall jointly and severally indemnify the IA, VeriSign, and their agents and contractors pursuant to this subsection. The subscriber has a continuing duty to notify the issuer of any misrepresentations and omissions made by an agent.

Publication

� XE "Publication" �Upon the subscriber’s acceptance of the certificate, the IA shall publish a copy of the certificate in the VeriSign repository and in one or more other repositories, as determined by the IA and VeriSign. Subscribers may publish their VeriSign PCS certificates in other repositories.

�Use of certificates

� XE "USE OF CERTIFICATES" �This section addresses the rights and obligations of the entities whose rights and obligations are intended to be controlled by this CPS (see definition of “parties”) regarding the use of digital signatures and digitally signed messages corresponding to VeriSign-issued certificates.



The parties (IA and the parties who are “users” of the certificate, i.e., the subscriber and the relying parties), are hereby notified of the following rules governing the respective rights and obligations of the parties among themselves, which are also deemed to be agreed by the parties, effective (i) upon publication of this CPS in the case of the IA; (ii) upon submission of an application for a certificate, in the case of an applicant or subscriber; and (iii) upon reliance of a certificate or a digital signature verifiable with reference to a public key listed in the certificate, in the case of a recipient of a certificate or a relying party.

Verification of Digital Signatures

� XE "Verification of Digital Signatures" �� XE "Digital Signature Verification" �Verification of a digital signature, is undertaken to determine that (i) the digital signature was created by the private key corresponding to the public key listed in the signerÕs certificate and that (ii) the associated message has not been altered since the digital signature was created.



Such verification shall be undertaken in a manner consistent with this CPS, as follows:



	¥ Establishing a certificate chain for the digital signature� XE "Digital Signatures" � Ð A digital signature shall be verified with regard to a successful confirmation of certificate chain.



	¥ Ensuring that the identified certificate chain is the most suitable for the digital signature Ð It is possible to have more than one valid certificate chain leading from a given certificate to an acceptable root (such as through cross-certification among other possibilities). If there is more than one certificate chain to an acceptable root, the person verifying the digital signature may have various options in selecting and validating the certificate chain. For instance, a Òhigher-trustÓ PCA may have been certified by a “lower trust” PCA. In this case the person verifying the digital signature may prefer to use a certificate chain terminating in the higher-trust PCA rather than the lower-trust PCA, or the VR.



	¥ Checking the VeriSign (or other) repository for revocation or suspension of certificates in the chain Ð The recipient must determine if any of the certificates along the chain from the signer to an acceptable root within the PCS has been revoked or suspended, because a revocation or suspension has the effect of prematurely terminating the operational period during which verifiable digital signatures can be created. This may be ascertained in two different ways. The VeriSign repository may be queried for the most up-to-date revocation status. Alternatively, CRLs may have been provided in the certificate chain. These CRLs may be used to determine the revocation status of certificates in the chain.



	¥ Delimiting data to which digital signatures are attached� XE "Digital Signatures" � Ð In order to verify a digital signature, it is necessary to know precisely what data has been signed. In the case of public key cryptography standards (PKCS), a standard signed message format is specified to accurately denote the signed data.



	¥ Indicating digital signature time and date of creation Ð In order for a digital signature to support nonrepudiation, the data to which the corresponding digital signature is attached must include, or reference, a time stamp. The time stamp shall reflect the time at which date and time the digital signature is affixed.



	¥ Establishing the assurances intended by its signer Ð Various technical means may be used to determine the purpose (or meaning) of the digital signature intended by its signer. In formal protocols (such as EDI), digital signatures are classified as specified security services with defined semantics so as to convey their precise meaning. The verifier should also determine whether the certificate is normal or provisional.



	¥ Ensuring that all certificates in the chain authorize use of an end-user subscriber private key Ð An IA may limit the purposes for which a private key corresponding to a certificate it issues may be used. Such limitations are indicated or incorporated by reference in the certificate and provide a means to warn recipients of situations for which reliance upon the certificate would not be considered reasonable. Persons validating certificates must inspect certificate contents for such warnings and limitations to ensure that no certificate in the chain denies appropriate use of an end-user subscriber certificate.



¥ Confirmation of a certificate chain Ð Each IA is certified by a superior IA (except for the VR or other root, which has a self-signed public key) and thus inherits the trust associated with its superior IA. Each IA is presumed to be at least as trustworthy as its superior IA. Confirmation of a certificate chain is the process of validating a certificate chain and subsequently validating an end-user subscriber certificate.

Effect of Validating an End-User Subscriber Certificate

� XE "Effect of Validating an End-User Subscriber Certificate" �A digital signature is binding against its maker if it (i) was created during the operational period of a valid certificate, (ii) such digital signature can be properly verified by confirmation of certificate chain (iii) the relying party has no knowledge or notice of a breach of the requirements of this CPS by the signer, and (iv) the relying party has complied with all requirements of this CPS.



The use of certificates does NOT CONVEY evidence of Authority ON THE PART OF ANY USER TO ACT ON BEHALF OF ANY PERSON OR TO UNDERTAKE ANY PARTICULAR ACT. VERIFIERS OF DIGITALLY SIGNED MESSAGES ARE SOLELY RESPONSIBLE FOR exercising DUE DILIGENCE and reasonable JUDGMENT before relying on certificates and digital signatures. A CERTIFICATE iS NOT A GRANT FROM AN IA of ANY RIGHTS OR PRIViLEGES, EXCEPT AS specifically PROVIDED IN THIS CPS.

Procedures upon Failure of Digital Signature Verification

� XE "Procedures upon Failure of Digital Signature Verification" �� XE "Failure of Digital Signature Verification" �A person relying on an unverifiable digital signature assumes all risks with regard to it and is not entitled to any presumption that the digital signature is effective as the signature of the subscriber under CPS §§ 8.4 - 8.6.

Reliance on Digital Signatures

� XE "Reliance on Digital Signatures" �� XE "Signatures" �� XE "Digital Signatures" �A recipient of a message signed by a digital signature of the subscriber may rely upon that digital signature as binding against the subscriber if:

	(i) the digital signature was created during the operational period of a valid certificate and it can be verified by referencing a validated certificate chain, and 

	(ii) such reliance is reasonable under the circumstances. If the circumstances indicate a need for additional assurances, the relying party must obtain such assurances for such reliance to be reasonable.



Additionally, the verifier should consider the class of certificate and the state of a certificate (normal or provisional). The final decision concerning whether or not to rely on a verified digital signature is exclusively that of the verifier. 

Writings

� XE "Writings" �A message bearing a digital signature verified by the public key listed in a valid certificate is as valid, effective, and enforceable as if the message had been written and signed on paper.

Signatures

� XE "Signatures" �Where a rule of law or applicable practice requires a signature or provides for certain consequences in the absence of a signature, that rule is satisfied in relation to a message by a digital signature affixed by a signer with the intention of signing a message and subsequently verified by reference to the public key listed in a valid certificate.

Security Measures

� XE "Security Measures" �Any person using or relying upon a VeriSign PCS-issued certificate in conjunction with a message shall apply reasonable security measures to the message to provide message authentication and, as required, to support data confidentiality.

Issuing Certificates

� XE "Issuing Certificates" �Only authorized IAs may issue certificates.

�Certificate suspension and revocation

� XE "CERTIFICATE SUSPENSION AND REVOCATION" �This section explains the circumstances under which a certificate may (or must) be suspended or revoked. It also details the procedures for suspending, revoking, and reinstating certificates.



Reasons for Suspension or Revocation, Generally

� XE "Reasons for Suspension or Revocation, Generally" �� XE "Suspension Reasons, Generally" �� XE "Revocation Reasons, Generally" �A certificate shall be suspended or revoked if

	¥ there has been a loss, theft, modification, unauthorized disclosure, or other compromise of the private key of the certificateÕs subject,

	¥ the certificateÕs subject (whether an IA or a subscriber) has breached a material obligation under this CPS, or

	¥ the performance of a personÕs obligations under this CPS is delayed or prevented by an act of God; natural disaster; computer or communications failure; change in statute, regulation, or other law; official government action, including but not limited to acts by agencies responsible for export control administration; or other cause beyond the person's reasonable control, and as a result another personÕs information is materially threatened or compromised.

Suspension or Revocation of an IA’s Certificate

� XE "Suspension of an IA’s Certificate" �� XE "Revocation of an IA's Certificate" �An IA must make a reasonable effort to suspend or revoke a subordinate IA’s certificate, regardless of whether the subordinate IA consents, if it determines any of the following: 

	¥ a material fact represented in the certificate is known or reasonably believed by the IA to be false,

	¥ a material prerequisite to certificate issuance was neither satisfied nor waived, 

	¥ the subordinate IAÕs private key or trustworthy system was compromised in a manner materially affecting the certificate's reliability, or

	¥ the certificateÕs subject (here, an IA) has breached a material obligation under this CPS. 



The IA must promptly notify the subordinate IA of any such suspension or revocation. 



Note: Suspension is not currently available for end-user subscriber certificates. It is contemplated to be offered as a service later in 1997. VeriSign will announce its availability on its website. Revocation is currently available for both end-user subscriber and IA certificates.

Suspension at Subordinate IAÕs Request

� XE "Suspension at Subordinate IA’s Request" �An IA shall suspend a subordinate IA’s certificate upon the request of a duly authorized representative of the subordinate IA or of a person claiming to be the subordinate IA or a person in a position likely to know of a compromise of the subordinate IAÕs private key, such as an agent or employee of the subordinate IA. Such suspension must be undertaken in accordance with the suspension prerequisites stated in Table 11 as follows. 



�Prerequisites for Suspending an IA’s Certificate� XE "Prerequisites for Suspending an IA's Certificate" ���VR�¥ n/a��PCA and CA�¥ Request from subordinate IA.

¥ Request in the form of an authenticated record or a fax or voice message from the subscriber or its agent (authenticated by means of a challenge phrase or recitation of certain presubmitted enrollment information).

Note: The IA need not further confirm the identity or agency of the person requesting such a suspension. An IA that suspends a subordinate IA’s certificate in accordance with CPS § 9.3 shall not be held liable for the unauthorized suspension of such certificate provided that it acts in good faith upon purportedly authorized instructions.��

	Table 11 Ð Suspension Prerequisites

Termination of a Suspension of an IA’s Certificate

� XE "Termination of a Suspension of an IA’s Certificate" �An IA shall terminate a certificate suspension (thereby reinstating the certificate), if (i) the subscriber requests it and the IA confirms his or her identity, (ii) the IA determines that the request for suspension was made without the suspended IAÕs authorization, or (iii) the IA determines that the reasons for the suspension were unfounded.

Revocation at SubscriberÕs Request

� XE "Revocation at Subscriber’s Request" �An IA must revoke a certificate upon the subscriberÕs request once it has confirmed that the person requesting the revocation is in fact the subscriber.

Revocation Due to Faulty Issuance

� XE "Revocation Due to Faulty Issuance" �An IA shall revoke a certificate promptly upon discovering and confirming that it was not issued in accordance with the procedures required by this CPS. A certificate may be suspended while the IA investigates to confirm grounds for revocation. Table 12 details revocation prerequisites.�

�Prerequisites for an IA Revoking a Certificate��VR�¥ n/a��PCA and CA�¥ Certificate revocation request from a subordinate IA. 

¥ Request in the form of an authenticated record or voice message from the subscriber or its agent, authenticated by means of a challenge phrase or recitation of certain presubmitted enrollment information.��

	Table 12 Ð Revocation Prerequisites

Notice and Confirmation upon Suspension or Revocation

� XE "Notice and Confirmation upon Suspension or Revocation" �� XE "Suspension Notice and Confirmation" �� XE "Revocation Notice and Confirmation" �Upon suspending or revoking a certificate, an IA must publish notice of the suspension or revocation in the VeriSign repository. An IA may publish one or more of the following:



	¥ a listing of revoked (and suspended) certificates available through a secure channel, 

	¥ a certificate revocation list (CRL) designating both revoked and suspended certificates. An IA must publish a CRL at least daily for Class 2 and 3 CAs and subordinate CAs and at least monthly for PCAs, unless otherwise provided in the VeriSign repository. CRLs shall also be issued on an emergency basis, as determined by the IA,

	¥ a composite CRL issued by a PCA that has been generated from CRLs deposited in the VeriSign repository by corresponding IAs, and

	¥ for a certificate issued to a software publisher, a signed message from the certificate revocation status service of the IA issuing the software publisher’s certificate.



IAs may also provide the following suspension and revocation notification services upon request and payment of associated fees by the requester:



	¥ confirming that a certificate has been suspended or revoked, if asked to do so by a recipient of a digitally signed message originated by the subject of that certificate, and

	¥ providing a Òpush serviceÓ to provide notice from the IA to the requester upon the suspension or revocation of designated certificates.

Effect of Suspension or Revocation

On Certificates

� XE "Effect of Suspension or Revocation" �During suspension, or permanently upon revocation of a subscriber’s certificate, that certificate’s operational period shall immediately be considered terminated. Similarly, in the case of a certificate issued to an IA, the termination of the operational period of that IA’s certificate withdraws the authority of that IA to issue certificates, but does not affect the validity of certificates issued by that IA, when the IA’s certificate was operational. 

On Underlying Obligations

Suspension or revocation of a certificate shall not affect any underlying contractual obligations created or communicated under this CPS.

Safeguarding of Private Key upon Suspension or Revocation

� XE "Safeguarding of Private Key upon Suspension or Revocation" �Private keys corresponding to public keys contained in suspended or revoked certificates shall be safeguarded by the subscriber in a trustworthy manner throughout the period of suspension and, upon revocation for the applicable retention period, unless destroyed.

�certificate EXPIRATION

� XE "CERTIFICATE EXPIRATION" �This section describes partiesÕ obligations regarding certificate expiration. This is distinct from certificate suspension and revocation (see CPS ¤ 9). Certificate validity and operational periods are addressed in CPS ¤ 6.9.



Notice Prior to Expiration

� XE "Notice Prior to Expiration" �IAs will make a reasonable effort to notify subscribers, via E-mail, of the impending expiration of their certificates. Such notice is intended solely for the convenience of the subscriber in the re-enrollment or renewal process, whichever is applicable.

Effect of Certificate Expiration on Underlying Obligations

� XE "Effect of Certificate Expiration on Underlying Obligations" �Expiration of a certificate shall not affect the validity of any underlying contractual obligations created or communicated under this CPS. 

Re-enrollment and Subscriber Renewal

� XE "Re-enrollment and Subscriber Renewal" �� XE "Subscriber Re-enrollment and Renewal" �Subscriber renewal and re-enrollment shall be initiated as follows:



Class 1�Class 2�Class 3��Same complete process as initial application.�Same process as initial application. However, a certificate applicant need submit only new or changed information.�Same process as initial application. However, a certificate applicant need submit only new or changed information.��

	Table 13 Ð Renewal and Re-Enrollment Requirements



Requirements for renewal and re-enrollment are subject to change at VeriSignÕs discretion. Up-to-date requirements for re-enrollment and renewal are accessible (when available) from the VeriSign repository at https://www.verisign.com.



�Obligations of ISSUING AUTHORITIES and VeriSign, and Limitations upon such Obligations

� XE "OBLIGATIONS OF ISSUING AUTHORITIES AND VERISIGN" �This section summarizes and provides references to VeriSign’s refund policy, the warranties and promises made by issuing authorities and VeriSign, and the disclaimers and limitations upon such obligations.



Refund Policy

� XE "Refund Policy" �VeriSign adheres to, and stands behind, rigorous practices and policies in undertaking certification operations and in issuing certificates.  Nevertheless, if for any reason a subscriber is not completely satisfied with the certificate issued to him, her, or it, the subscriber may request that VeriSign revoke the certificate within thirty (30) days of issuance and provide the subscriber with a refund. Following the initial thirty (30) day period, a subscriber may request that VeriSign revoke the certificate and provide a refund if VeriSign has breached a warranty or other material obligation under this CPS or the NetSureSM Protection Plan relating to the subscriber or the subscriber's certificate.  After VeriSign revokes the subscriber’s certificate, VeriSign will promptly credit the subscriber’s credit card account (if the certificate was paid for via credit card) or otherwise reimburse the subscriber via check, for the full amount of the applicable fees paid for the certificate. To request a refund, subscribers shall complete the Refund Request Form at https://www.verisign.com/repository/refund. This refund policy is not an exclusive remedy and does not limit other remedies that may be available to subscribers.

NetSureSM Protection Plan and Warranties

For subscribers of certificates issued on or after the effective date of the NetSureSM Protection Plan (see § 2.3.4) (except for demo, free, or test certificates) the limited warranties, the disclaimers of warranty, and limitations of liability under CPS §§ 11.3, 11.4, and 11.5 do not apply and the limited warranties, disclaimers of warranty, and limitations of liability in the NetSureSM Protection Plan shall supersede CPS §§ 11.3, 11.4, and 11.5 for such certificates.  See the NetSureSM Protection Plan for important details. 

Limited Warranties and Other Obligations

� XE "Limited Warranties and Other Obligations" �Issuing authorities (and VeriSign, to the extent specified in the referenced CPS sections) warrant and promise to



	¥ provide the infrastructure and certification services, including the establishment and operation of the VeriSign repository, as delineated in CPS ¤ 2 (VeriSign Certification Infrastructure),



	¥ provide the controls and foundation for VeriSignÕs PKI, including IA key generation, key protection, and secret sharing procedures, presented in CPS ¤ 3 (Foundation for Certification Operations),



	¥ perform the application validation procedures for the indicated class of certificate as set forth in CPS ¤ 5 (Validation of Certificate Applications), 



	¥ issue certificates in accordance with CPS ¤ 6 and honor the various representations to subscribers and to relying parties presented in CPS ¤ 6.5 (IA's Representations Upon Certificate Issuance),



	¥ publish accepted certificates in accordance with CPS ¤ 6.6 (IAs Requirements Upon Publication) and CPS ¤ 7.5 (Publication),



	¥ perform the obligations of an IA and support the rights of the subscribers and relying parties who use certificates in accordance with CPS § 8 (Use of Certificates),

	

	¥ suspend and revoke certificates as required by CPS ¤ 9 (Certificate Suspension and Revocation),



	¥ provide for the expiration, re-enrollment, and renewal of certificates as stated in CPS ¤ 10 (Certificate Expiration), and



	¥ comply with the provisions contained in CPS ¤ 12 (Miscellaneous Provisions).



Additionally, IAs and VeriSign warrant that their own private keys are not compromised unless they provide notice to the contrary via the VeriSign repository.



ISSUING AUTHORITIES AND VERISIGN MAKE NO OTHER WARRANTIES AND HAVE NO FURTHER OBLIGATIONS UNDER THIS CPS.

Disclaimers and Limitations on Obligations of IAs and VeriSign

� XE "Disclaimers and Limitations on Obligations of IAs and VeriSign" �EXCEPT AS EXPRESSLY PROVIDED IN THE FOREGOING (CPS ¤ 11.3), Issuing authorities AND VERISIGN DISCLAIM ALL WARRANTIES and obligations OF ANY TYPE, INCLUDING ANY WARRANTY OF MERCHANTABILITY, ANY WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE, and any warranty of the accuracy of information provided, and further disclaim any and all LIABILITY FOR NEGLIGENCE AND LACK OF REASONABLE CARE.



Except as expressly stated in the foregoing CPS ¤ 11.3, IAs and VeriSign

	¥ do not warrant the accuracy, authenticity, reliability, completeness, currentness, merchantability, or fitness of any information contained in certificates or otherwise compiled, published, or disseminated by or on behalf of issuing authorities and VeriSign,

	¥ shall not incur liability for representations of information contained in a certificate, provided the certificate content substantially complies with this CPS,

	¥ do not warrant ÒnonrepudiationÓ of any certificate or message (because nonrepudiation is determined exclusively by law and the applicable dispute resolution mechanism), and

	¥ do not warrant any software.

Exclusion of Certain Elements of Damages

� XE "Exclusion of Certain Elements of Damages" �� XE "Damage Limitations" �IN NO EVENT SHALL ANY ISSUING AUTHORITY OR VERISIGN BE LIABLE FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, OR FOR ANY LOSS OF PROFITS, LOSS OF DATA, OR OTHER INDIRECT, CONSEQUENTIAL, or punitive DAMAGES ARISING FROM OR IN CONNECTION WITH THE USE, DELIVERY, LICENSE, PERFORMANCE, OR NONPERFORMANCE OF CERTIFICATES, DIGITAL SIGNATURES, OR ANY OTHER TRANSACTIONS OR SERVICES OFFERED OR CONTEMPLATED BY THIS CPS, EVEN IF SUCH ISSUING AUTHORITIES OR VERISIGN, OR both, HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Damage and Loss Limitations

� XE "Damage Limitations" �� XE "Liability Limitations" �� XE "Loss Limitations" �In no event will THE AGGREGATE LIABILITY OF AN ISSUING AUTHORITY AND ALL SUPERIOR ias in the certification chain to which the IA’s certificate belongs (and VeriSign, as specified) TO all PARTies (including without limitation a subscriber, an applicant, a recipient, or a relying party) EXCEED THE APPLICABLE LIABILITY CAP FOR SUCH CERTIFICATE SET FORTH IN Table 14, below.



THE COMBINED AGGREGATE LIABILITY OF ALL ISSUING AUTHORITIES AND VERISIGN TO ANY AND ALL PERSONS CONCERNING A SPECIFIC CERTIFICATE SHALL BE LIMITED TO AN AMOUNT NOT TO EXCEED THE FOLLOWING, FOR THE AGGREGATE OF ALL DIGITAL SIGNATURES AND TRANSACTIONS RELATED TO SUCH CERTIFICATE:



�Liability Caps��Class 1�$ 100.00  US��Class 2�$ 5,000.00  US��Class 3�$ 100,000.00  US��

	Table 14 - Liability Caps� XE "Liability Caps" �



This limitation on damages applies to loss and damages of all types, including but not limited to direct, compensatory, indirect, special, consequential, exemplary, or incidental damages incurred by any person, including without limitation a subscriber, an applicant, a recipient, or a relying party, that are caused by reliance on or use of a certificate an issuing authority or VeriSign issues, manages, uses, suspends or revokes, or such a certificate that expires. This limitation on damages applies as well to liability under contract, tort, and any other form of liability claim. The liability cap on each certificate shall be the same regardless of the number of digital signatures, transactions, or claims related to such certificate. In the event the liability cap is exceeded, the available liability cap shall be apportioned first to the earliest claims to achieve final dispute resolution, unless otherwise ordered by a court of competent jurisdiction. In no event shall VeriSign be obligated to pay more than the aggregate liability cap for each certificate, regardless of the method of apportionment among claimants to the amount of the liability cap.

Subscriber Liability to Relying Parties

� XE "Subscriber Liability to Relying Parties" �� XE "Relying Parties" �Without limiting other subscriber obligations stated in this CPS, subscribers are liable for any misrepresentations they make in certificates to third parties who, having verified one or more digital signatures with the certificate, reasonably rely on the representations contained therein.

No Fiduciary Relationship

� XE "No Fiduciary Relationship" �� XE "Fiduciary Relationship" �IAs and VeriSign are not the agents, fiduciaries, trustees, or other representatives of subscribers or relying parties. The relationship between IAs (or VeriSign) and subscribers and that between IAs (or VeriSign) and relying parties is not that of agent and principal. Neither subscribers nor relying parties have any authority to bind an IA (or VeriSign), by contract or otherwise, to any obligation. IAs and VeriSign shall make no representations to the contrary, either expressly, implicitly, by appearance, or otherwise.

Hazardous Activities

� XE "Hazardous Activities" �VeriSignÕs public certification services are not designed, intended, or authorized for use or resale as control equipment in hazardous circumstances or for uses requiring fail-safe performance such as the operation of nuclear facilities, aircraft navigation or communication systems, air traffic control systems, or weapons control systems, where failure could lead directly to death, personal injury, or severe environmental damage. 

�MISCELLANEOUS PROVISIONS

� XE "MISCELLANEOUS PROVISIONS" �This section presents general terms and conditions of this CPS that are not covered in the other sections.



Conflict of Provisions

� XE "Conflict of Provisions" �� XE "Export Laws and Regulations" �In the event of a conflict between this CPS and other rules, guidelines, or contracts, the subscriber shall be bound by the provisions of this CPS, except as to other contracts either (i) predating the first public release of the CPS or (ii) expressly superseding this CPS for which such contract shall govern as to the parties thereto, and except to the extent that the provisions of this CPS are prohibited by law.

Compliance with Export Laws and Regulations

� XE "Compliance with Export Laws and Regulations" �� XE "Export Laws and Regulations" �Export of certain software used in conjunction with VeriSignÕs PCS may require the approval of appropriate government authorities. The parties shall conform to applicable export laws and regulations.

Governing Law

� XE "Governing Law" �� XE "Applicable Law" �The laws of the state of California, U.S.A., shall govern the enforceability, construction, interpretation, and validity of this CPS, irrespective of contract or other choice of law provisions and without the requirement to establish a commercial nexus in California. This choice of law is made to ensure uniform procedures and interpretation for all users, no matter where they reside or use their certificates.

Dispute Resolution, Choice of Forum, and Presumptions

Notification Among Parties to a Dispute

� XE "Dispute Resolution, Choice of Forum, and Presumptions" �� XE "Choice of Forum and Presumptions" �� XE "Notification Among Parties to a Dispute" �Before invoking any dispute resolution mechanism (including litigation or arbitration, as detailed below) with respect to a dispute involving any aspect of this CPS or a certificate issued by an IA, aggrieved persons shall notify VeriSign, the applicable IA, and any other party to a dispute for the purpose of seeking dispute resolution among themselves. 

VeriSign Distinguished Panel of Experts

� XE "VeriSign Distinguished Panel of Experts" �If the dispute is not resolved within ten (10) days after initial notice pursuant to CPS § 12.4.1, then a party may submit the dispute in written or electronic form to VeriSign requesting consideration by the VeriSign Distinguished Panel of Experts (VDPE). In response, VeriSign will convene a VDPE, composed of three PKI experts, to assemble relevant facts with the goal of facilitating dispute resolution. The submitting party must deliver a copy of the submittal to all other parties. Any party that did not submit the matter may provide appropriate information to the VDPE within one (1) week after the date the dispute was submitted to the VDPE. The VDPE shall complete and communicate its recommendations to the parties within three (3) weeks (unless the parties mutually agree to extend this period for a specified  additional period) after the matter was initially submitted to the VDPE. The VDPE will generally operate via E-mail, teleconferencing, courier and postal mail. The recommendations of the VDPE shall not be binding upon the parties.

Formal Dispute Resolution

� XE "Formal Dispute Resolution" �� XE "Dispute Resolution Procedures" �Following the VDPEÕs completion and communication of its recommendations, or the VDPEÕs failure to complete and communicate its recommendations (per CPS ¤ 12.4.2), an aggrieved person may invoke a dispute resolution mechanism as follows. Nothing in CPS  § 12.4 shall preclude VeriSign and the applicable IA from seeking equitable (including injunctive) relief upon alleged compromise or alleged material breach in a manner consistent with governing law and this CPS.



	(i) When each indispensable party to a dispute is a Canadian or U.S. resident or organization situated or doing business in Canada or the United States.  Except where each indispensable party to a dispute agrees to an alternative dispute resolution mechanism (such as arbitration), all suits to enforce any provision of this CPS or arising in connection with the CPS or any related business relationship between the parties hereto shall be brought in the United States District Court for the Northern District of California or the Superior or Municipal Court in and for the County of Santa Clara, California, U.S.A. Each person hereby agrees that such courts shall have exclusive in personam jurisdiction and venue with respect to such person and each person hereby submits to the exclusive in personam jurisdiction and venue of such courts. The parties hereby waive any right to a jury trial regarding any action brought in connection with this CPS or VeriSignÕs PCS. Where an alternative dispute resolution is chosen by the parties, California law shall govern arbitability and procedure.



	(ii) Where one or more parties to a dispute is not a Canadian or U.S. resident or organization situated or doing business in Canada or the United States.  All disputes arising in connection with the CPS shall be finally settled under the Rules of Conciliation and Arbitration of the International Chamber of Commerce (ICC) modified as necessary to reflect the provisions herein by one or more arbitrators. The place of arbitration shall be in New York or San Francisco, U.S.A., and the proceedings shall be conducted in English. In cases involving a single arbiter, that single arbiter shall be appointed by mutual agreement of the parties. If the parties fail to agree on an arbiter within fifteen (15) days, the ICC shall choose an arbiter knowledgeable in computer software law, information security, and cryptography or otherwise having special qualifications in the field, such as a lawyer, academician, or judge in a common law jurisdiction.



	(iii) Where all parties to a dispute are Japanese residents or organizations situated or doing business in Japan. All disputes arising in connection with the CPS shall be finally settled under the procedures in CPS 

§ 12.4.3(ii) except that the place of arbitration shall be in Tokyo, Japan and that the proceedings shall be conducted in Japanese. 

Successors and Assigns

� XE "Successors and Assigns" �� XE "Assigns" �This CPS inures to the benefit of, and shall be binding upon the successors, executors, heirs, representatives, administrators, and assigns, whether express, implied, or apparent, of the parties. The rights and obligations detailed in this CPS are assignable by the parties, by operation of law (including as a result of merger or a transfer of a controlling interest in voting securities) or otherwise, provided such assignment is undertaken consistent with CPS ¤ 3.21, concerning termination or cessation of IA operations; and provided further, that such assignment does not effect a novation of any other debts or obligations the assigning party owes to other parties at the time of such assignment.

Merger

� XE "Merger" �No term or provision of this CPS directly affecting the respective rights and obligations of VeriSign or any IA may be orally amended, waived, supplemented, modified, or terminated, except by an authenticated message or document of such affected party, except to the extent provided otherwise herein.

Severability

� XE "Severability" �If any provision of this CPS, or the application thereof, is for any reason and to any extent found to be invalid or unenforceable, the remainder of this CPS (and the application of the invalid or unenforceable provision to other persons or circumstances) shall be interpreted so as best to reasonably effect the intent of its parties. IT IS EXPRESSLY UNDERSTOOD AND AGREED THAT EACH AND EVERY PROVISION OF THIS CPS THAT PROVIDES FOR A LIMITATION OF LIABILITY, DISCLAIMER OF OR LIMITATION UPON ANY WARRANTIES OR OTHER OBLIGATIONS, OR EXCLUSION OF DAMAGES IS INTENDED TO BE SEVERABLE AND INDEPENDENT OF ANY OTHER PROVISION AND IS TO BE ENFORCED AS SUCH.

Interpretation and Translation

� XE "Interpretation" �Unless otherwise provided, this CPS shall be interpreted consistently with what is commercially reasonable under the circumstances. In interpreting this CPS, regard is to be given to its international scope and application, to the benefits in promoting uniformity in its application, and to the observance of good faith. 



Translated versions of this CPS are available in certain non-English languages from the repository. In the event of a conflict between the English and non-English version, and for purposes of interpretation, this English language version of the CPS shall control.

No Waiver

� XE "No Waiver" �Failure by any person to enforce a provision of this CPS will not be deemed a waiver of future enforcement of that or any other provision.

Notice

� XE "Notice to VeriSign" �Whenever any person hereto desires or is required to give any notice, demand, or request with respect to this CPS, such communication shall be made either using digitally signed messages consistent with the requirements of this CPS, or in writing. Electronic communications shall be effective upon the senderÕs receiving a valid, digitally signed acknowledgment of receipt from the recipient. Such acknowledgment must be received within five (5) days, or else written notice must then be communicated. Communications in writing must be delivered by a courier service that confirms delivery in writing or via certified or registered mail, postage prepaid, return receipt requested, addressed as follows:



	To VeriSign:			VeriSign, Inc.

					1390 Shorebird Way

					Mountain View, CA  94043  USA

					Attn: 	Certification Services

					(+1 415-961-8820)



	By VeriSign or an IA 	To the most recent address of record 

to another person:		on file with VeriSign, Inc.



Any non-VeriSign IA shall immediately advise its VeriSign IA of any legal notice served on the non-VeriSign IA that might affect its VeriSign IA or VeriSign.

Headings and Appendices of this CPS

� XE "Headings of CPS" �� XE "Appendices of CPS are Binding" �The headings, subheadings, and other captions in this CPS are for convenience and reference only and shall not be used in interpreting, construing, or enforcing any of the provisions of this CPS. The appendices, including the definitions to this CPS, are for all purposes an integral and binding part of the CPS.

Change of Subscriber Information on File with IA; Change to CPS

Change of Subscriber Information Maintained by an IA

� XE "Change of Subscriber Information on File with IA; Change to CPS" �Any subscriber may change certain information about itself on file with its IA that does not appear within its certificate (typically, information provided in the subscriber agreement or certificate application) upon giving thirty (30) days notice in accordance with CPS ¤ 12.10 (Notice� XE "Notice" �). Such change in information shall be effective after such thirty (30) day period.

Amendment of CPS� XE "Amendment of CPS" �

Amendments Generally

VeriSign shall be entitled to amend this CPS from time to time (prospectively and not retroactively).  VeriSign shall be entitled to place amendments in the VeriSign repository either in the form of an amended version of the CPS or in the Practices Updates and Notices section of the VeriSign repository. 

Practices Updates and Notices

� XE "Practices Updates and Notices" �Amendments to this CPS that are placed in the Practices Updates and Notices section of the VeriSign repository 

(see https://www.verisign.com/repository/updates) shall have the effect of amending the CPS. Such amendments shall supersede any conflicting and designated provision(s) of the referenced version of the CPS.

Material Amendments  

A material amendment to the CPS shall become effective fifteen (15) days after VeriSign publishes the amendment in the VeriSign repository in accordance with CPS § 12.12.2.1, unless VeriSign publishes a notice of withdrawal of the amendment in the repository prior to the end of such fifteen (15) day period. 

Material Amendments Exception

If, notwithstanding CPS § 12.12.2.3, VeriSign publishes a material amendment to the CPS, it shall become effective immediately upon publication in the VeriSign repository in accordance with CPS § 12.12.2.1 if failure by VeriSign to make the amendment may result in a compromise of the PCS or any portion of it. � XE "Material Amendments Exception" � 

Non-Material Amendments  

An amendment to the CPS that is non-material shall become effective immediately upon publication in the VeriSign repository in accordance with CPS § 12.12.2.1. VeriSign's decision to designate an amendment as non-material shall be within VeriSign's sole discretion.� XE "Non-Material Amendments" � 



Assent to Amendments

� XE "Assent to Amendments" �A certificate applicant and subscriberÕs decision not to request revocation of his, her, or its certificate within fifteen (15) days following the publication of an amendment shall constitute agreement to the amendment. See the VeriSign repository’s “Practices Updates and Notices” section at https://www.verisign.com/repository/updates.

Property Interests in Security Materials

� XE "Property Interests in Security Materials" �Unless otherwise agreed, property interests in the following security-related information materials and data are regarded as the property of the parties indicated below:

	¥ Certificates:  Certificates are the personal property of their respective IA. Certificates issued by VeriSign CAs and VeriSign subordinate CAs contain a copyright notice: ÒCopyright (c)1997 VeriSign, Inc., All Rights ReservedÓ or Ò(c)97Ó in connection with VeriSign. Permission is hereby granted to reproduce and distribute certificates on a nonexclusive, royalty-free basis, provided that they are reproduced and distributed in full, except that certificates shall not be published in any publicly accessible repository or directory without the express written permission of VeriSign. This restriction is intended, in part, to protect the privacy of subscribers against unauthorized republication of their certificates. Questions concerning this copyright notice should be sent to VeriSign as listed in CPS ¤ 12.10 (Notice� XE "Notice" �), or to practices@verisign.com.

	¥ CPS:  This CPS is the personal property of VeriSign, Inc.

	¥ Distinguished names:  Distinguished names are the personal property of the persons named (or their employer or principal).

	¥ Private keys:  Private keys are the personal property of the subscribers who rightfully use or are capable of using them (or their employer or principal), regardless of the physical medium within which they are stored and protected.

	¥ Public keys:  Public keys are the personal property of subscribers (or their employer or principal), regardless of the physical medium within which they are stored and protected.

¥ VeriSign public keys: � XE "VeriSign Public Keys" �VeriSign root public keys, including all PCA public keys, are the property of VeriSign, Inc. VeriSign licenses relying parties to use such keys only in conjunction with trustworthy hardware or software product in which the root public key is distributed with VeriSign’s authority.

	¥ Secret shares of private keys:  Secret shares of an IAÕs private key are the personal property of the applicable IA.

Infringement and Other Damaging Material

� XE "Infringement and Other Damaging Material" �� XE "Interference with Third Party Rights" �Certificate applicants (and, upon acceptance, subscribers) represent and warrant that their submission (to an IA) and use of a domain and distinguished name (and all other certificate application information) does not interfere with or infringe upon the rights of any third parties in any jurisdiction with respect to their trademarks, service marks, trade names, company names, or any other intellectual property right, and that they are not seeking to use the domain and distinguished names for any unlawful purpose, including, without limitation, tortious interference with contract or prospective business advantage, unfair competition, injuring the reputation of another, and confusing or misleading a person, whether natural or incorporated. Certificate applicants (and, upon acceptance, subscribers) shall defend, indemnify, and hold their IA harmless for any loss or damage resulting from any such interference or infringement.



IAs and VeriSign shall not be responsible for nonverified subscriber information (NSI) submitted to VeriSign, an IA, or the VeriSign repository or otherwise submitted for inclusion in a certificate. In particular, subscribers shall be solely responsible for the legality of the information they present for use in certificates issued under this CPS, in any jurisdiction in which such content may be used or viewed. Because laws regarding the transmission and availability of information content are constantly changing and vary widely, certificate applicants’ and subscribersÕ responsibilities are determined not only by laws in existence at the time the IA issues a certificate to a certificate applicant but also by any laws that may be enacted after such date. Certificate applicants and subscribers should be aware that there are many laws regarding the transmission of data, especially data that is encrypted or involves encryption algorithms, and that these laws may vary dramatically from state to state and country to country. Further, it is generally not possible to limit the distribution of content on the Internet or certain other networks based on the locality of the user/viewer, and this may require certificate applicants and subscribers to comply with the laws of each jurisdiction in which the content may be viewed or used.



Certificate applicants and subscribers will not submit to VeriSign, an IA, or the VeriSign repository any materials that contain statements that (i) are libelous, defamatory, obscene, pornographic, abusive, bigoted, hateful, or racially offensive, (ii) advocate illegal activity or discuss illegal activities with the intent to commit them, or (iii) otherwise violate any law.

Fees

� XE "Fees" �VeriSign may charge subscribers fees for their use of VeriSign's services. A current schedule of such fees is available from the VeriSign repository at https://www.verisign.com. Such fees are subject to change seven (7) days following their posting in the VeriSign repository.

Choice of Cryptographic Methods

� XE "Choice of Cryptographic Methods" �� XE "Cryptographic Methods" �All persons acknowledge that they (not VeriSign or any IA) are solely responsible for and have exercised independent judgment in choosing security software, hardware, and encryption/digital signature algorithms, including their respective parameters, procedures, and techniques.

Survival

� XE "Survival" �� XE "Termination of CPS" �The obligations and restrictions contained within CPS ¤¤ 3.9 (Audit� XE "Audit" �), 3.13 (Confidential Information� XE "Confidential Information" �), CPS ¤ 11 (Obligations of Issuing Authorities and VeriSign, and Limitations Upon Such Obligations), and CPS ¤ 12 (Miscellaneous Provisions) shall survive the termination of this CPS.

Force Majeure

IAs and VeriSign shall not be responsible for any breach of warranty, delay, or failure in performance under this CPS that results from events beyond their control, such as acts of God, acts of war, epidemics, power outages, fire, earthquakes, and other disasters.



***

�APPENDICES

Definitions

� XE "APPENDICES" �� XE "Definitions" �A-B

accept (a certificate)�	To demonstrate approval of a certificate by a certificate applicant while knowing or having notice of its informational contents, in accordance with the CPS.



access�	A specific type of interaction between a submission and communications or information resources that results in a flow of information, the exercise of control, or the activation of a process.



accreditation�	A formal declaration by a VeriSignÐdesignated approving authority that a particular information system, professional or other employee or contractor, or organization is approved to perform certain duties and to operate in a specific security mode, using a prescribed set of safeguards.



affiliated certificate

	A certificate issued to an affiliated individual. (Cf., affiliated individual)



affiliated individual

A human being that is affiliated with an organization (i) as an officer,

director, employee, partner, contractor, intern, or other person within the

organization, or (ii) as a person maintaining a contractual relationship

with the organization where the organization has business records providing

strong assurances of the identity of such person. (Cf., affiliated certificate)



affirm / affirmation�	To state or indicate by conduct that data is correct or information is true.



alias�	A pseudonym.�

applicant  (See CA applicant; certificate applicant)



archive�	To store records and associated journals for a given period of time for security, backup, or auditing purposes.



assurances�	Statements or conduct intended to convey a general intention, supported by a good-faith effort, to provide and maintain a specified service by an IA. “Assurances” does not necessarily imply a guarantee that the services will be performed fully and satisfactorily. Assurances are distinct from insurance, promises, guarantees, and warranties, unless otherwise expressly indicated.



audit�	A procedure used to validate that controls are in place and adequate for their purposes. Includes recording and analyzing activities to detect intrusions or abuses into an information system. Inadequacies found by an audit are reported to appropriate management personnel.



authenticate  (See authentication)



authenticated record

	A signed document with appropriate assurances of authentication or a message with a digital signature verified by a valid Class 3 certificate by a relying party. However, for suspension and revocation notification purposes, the digital signature contained in such notification message must have been created by the private key corresponding to the public key contained in the certificate for the applicable certificate class.



authentication�	A process used to confirm the identity of a person or to prove the integrity of specific information. Message authentication involves determining its source and verifying that it has not been modified or replaced in transit.  (Cf., verify (a digital signature))

	

authenticode (See Microsoft Authenticodetm; software validation)



authorization�	The granting of rights, including the ability to access specific information or resources.



availability�	The extent to which information or processes are reasonably accessible and usable, upon demand, by an authorized entity, allowing authorized access to resources and timely performance of time-critical operations.



binding�	An affirmation by an IA (or its LRA) of the relationship between a named entity and its public key.



C

CA application (non-VeriSign CA application)�	The application submitted to the applicable VeriSign PCA by a non-VeriSign entity requesting to become a certification authority or subordinate certification authority, and requesting an IA certificate, within VeriSignÕs public certification services. (See CPS ¤ 3.1.1)



CA applicant�	A person who submits a CA application to VeriSign requesting to become a CA or subordinate CA. (Cf., subscriber)



certificate  (public key certificate)

	A message (see definition for message) that, at least, states a name or identifies the IA, identifies the subscriber, contains the subscriberÕs public key, identifies the certificate’s operational period, contains a certificate serial number, and is digitally signed by the IA. All references to a ÒClass [1, 2, or 3] certificateÓ or to a ÒcertificateÓ without a modifying adjective are intended as references to both ÒnormalÓ and “provisionalÓ certificates, unless the context requires otherwise. References to a certificate refer exclusively to certificates issued by an IA.  (Cf., provisional certificate)�

certificate applicant�	A person or authorized agent that requests the issuance of a public key certificate by an IA. (Cf., CA applicant; subscriber)



certificate application�	A request from a certificate applicant (or authorized agent) to an IA for the issuance of a certificate. (Cf., certificate applicant; certificate signing request)



certificate chain�	An ordered list of certificates containing an end-user subscriber certificate and IA certificates  (See valid certificate)



certificate expiration

	The time and date specified in the certificate when the operational period ends, without regard to any earlier suspension or revocation.



certificate extension�	An extension field to a certificate which may convey additional information about the public key being certified, the certified subscriber, the certificate issuer, and/or the certification process. Standard extensions are defined in Amendment 1 to ISO/IEC 9594-8:1995 (X.509). Custom extensions can also be defined by communities of interest.�

certificate hierarchy�	A VeriSign PCS domain of IAs, each categorized with respect to its role in a "tree structure" of subordinate IAs. An IA issues and manages certificates for end-user subscribers and/or for one or more IAs at the next level. Note: an IA in a trust hierarchy must observe uniform practices addressing issues such as naming, maximum number of levels, etc., to assure integrity of the domain and thereby ensure uniform accountability, auditability, and management through the use of trustworthy operational processes.�

certificate issuance�	The actions performed by an IA in creating a certificate and notifying the certificate applicant (anticipated to become a subscriber) listed in the certificate of its contents.



certificate management�	Certificate management includes, but is not limited to, storage, dissemination, publication, revocation, and suspension of certificates. An IA undertakes certificate management functions by serving as a registration authority for subscriber certificates. An IA designates issued and accepted certificates as valid by publication.



certificate of authenticity�	A document issued by an authorized official of the jurisdiction in which an acknowledgment by a notary was taken, such as the secretary of state of a state (U.S.) to authenticate the status of a notary. 



certificate revocation  (See revoke a certificate)�

certificate revocation list (CRL)�	A periodically (or exigently) issued list, digitally signed by an IA, of identified certificates that have been suspended or revoked prior to their expiration dates. The list generally indicates the CRL issuer's name, the date of issue, the date of the next scheduled CRL issue, the suspended or revoked certificates' serial numbers, and the specific times and reasons for suspension and revocation.



certificate serial number�	A value that unambiguously identifies a certificate generated by an IA.



certificate signing request (CSR)�	A machine-readable form of a certificate application. (Cf., certificate application)



certificate suspension  (See suspend a certificate) 



certification / certify

	The process of issuing a certificate by an IA.�

certification authority (CA)�	A person (see definition for person) authorized to issue certificates. Under the VeriSign PCS, a CA is subordinate to a PCA. (Cf., registration authority; trusted third party)�

certification practice statement (CPS)�	This document, as revised from time to time (representing VeriSignÕs statement of the practices an IA employs in issuing certificates).�

certifier (See issuing authority)



challenge phrase

	A set of numbers and/or letters that are chosen by a certificate applicant, communicated to the IA with a certificate application, and used by the IA to authenticate the subscriber for various purposes as required by the CPS. A challenge phrase is also used by a secret share holder to authenticate himself, herself, or itself to a secret share issuer.



Class [1, 2, or 3] certificate�	A certificate of a specified level of trust. (See CPS ¤ 2.2)



commercial reasonableness�	In the context of electronic commerce, the implementation and use of technology, controls, and administrative and operational procedures that reasonably ensure system and message trustworthiness.



commercial software publisher certificate�	A Class 3 certificate that is issued to organizations only and is used for software validation. (Cf., individual software publisher certificate; software validation)



common key�	Some systems of cryptographic hardware require arming through a secret-sharing process and require that the last of these shares remain physically attached to the hardware in order for it to stay armed. In this case, “common key” refers to this last share. It is not assumed to be secret as it is not continually in an individualÕs possession.



compromise

	A violation (or suspected violation) of a security policy, in which an unauthorized disclosure of, or loss of control over, sensitive information may have occurred. (Cf., data integrity)



confidentiality�	The condition in which sensitive data is kept secret and disclosed only to authorized parties.�

confirm�	To ascertain through appropriate inquiry and investigation. (Cf., authentication; verify a digital signature)



confirmation of certificate chain�	The process of validating a certificate chain and subsequently validating an end-user subscriber certificate.



content integrity services

	Content integrity services provide certificates to software publishers who desire to digitally sign their software publications to facilitate their customersÕ (end-usersÕ) ability to undertake software validation.



controls�	Measures taken to ensure the integrity and quality of a process.



correspond�	To belong to the same key pair. (See also public key; private key)



cross-certification�	A condition in which either or both a VeriSign PCA and a non-VeriSign certificate issuing entity (representing another certification domain) issues a certificate having the other as the subject of that certificate.



cryptographic algorithm�	A clearly specified mathematical process for computation; a set of rules that produce a prescribed result.



cryptography   (Cf., public key cryptography)�	(i) The mathematical science used to secure the confidentiality and authentication of data by replacing it with a transformed version that can be reconverted to reveal the original data only by someone holding the proper cryptographic algorithm and key.�	(ii) A discipline that embodies the principles, means, and methods for transforming data in order to hide its information content, prevent its undetected modification, and/or prevent its unauthorized uses.



cryptomodule�	A trustworthy implementation of a cryptosystem which safely performs encryption and decryption of data.



D

data�	Programs, files, and other information stored in, communicated, or processed by a computer.



database�	A set of related information created, stored, or manipulated by a computerized management information system.



data confidentiality  (See confidentiality)



data integrity�	A condition in which data has not been altered or destroyed in an unauthorized manner. (See also threat; cf., compromise)



demo certificate

A certificate issued by an IA to be used exclusively for demonstration and presentation purposes and not for any secure or confidential communications. Demo certificates may be used by authorized persons only.



denial of service  (See availability)



Digital IDSM  (See certificate)

	A VeriSign service mark and brand name for a certificate.



digital signature

	A transformation of a message using an asymmetric cryptosystem such that a person having the initial message and the signerÕs public key can accurately determine whether the transformation was created using the private key that corresponds to the signer's public key and whether the message has been altered since the transformation was made.�

directory   (Cf., repository)�

distinguished name�	A set of data that identifies a real-world entity, such as a person in a computer-based context. (e.g., countryName=US, state=California, organizationName=Electronic Inc., commonName=JohnDoe).



document�	A record consisting of information inscribed on a tangible medium such as paper rather than computer-based information.  (Cf., message; record)



E-F

electronic mail (ÒE-mailÓ)�	Messages sent, received or forwarded in digital form via a computer-based communication mechanism.�

employee in good standing

A non-probationary employee that has not been terminated or suspended, and is not the subject of pending disciplinary action, by his or her employer.



encryption�	The process of transforming plaintext data into an unintelligible form (ciphertext) such that the original data either cannot be recovered (one-way encryption) or cannot be recovered without using an inverse decryption process (two-way encryption).



end-user subscriber�	A subscriber which is not also an IA.



enhanced naming�	The use of an extended organization field (OU=) in an X.509 v3 certificate.



enrollment�	The process of a certificate applicantÕs applying for a certificate.



entity  (See person)



export control certificate 

	A certificate-based service that allows approved server certificate subscribers to operate in a strong encryption mode, and as a result, allows a browser accessing such a server to also operate in such strong encryption mode.



extensions

	Extension fields in X.509 v3 certificates. (See X.509)



file transfer protocol (FTP)�	The application protocol that offers file system access from the Internet suite of protocols.



free certificate

A certificate issued by an IA such that the IA does not charge the subscriber a fee for the certificate or otherwise receive compensation. 



FTP   (See file transfer protocol)



G-H

generate a key pair�	A trustworthy process of creating private keys during certificate application whose corresponding public key are submitted to the applicable IA during certificate application in a manner that demonstrates the applicant’s capacity to use the private key.



hash (hash function)�	An algorithm that maps or translates one set of bits into another (generally smaller) set in such a way that�	i. A message yields the same result every time the algorithm is executed using the same message as input.�	ii. It is computationally infeasible for a message to be derived or reconstituted from the result produced by the algorithm.�	iii. It is computationally infeasible to find two different messages that produce the same hash result using the same algorithm.



I

IA (See issuing authority)



IA certificate�	A certificate issued by an authorized superior IA to a subordinate IA.  (See superior IA; subordinate IA; cf., certificate)



identification / identify�	The process of confirming the identity of a person. Identification is facilitated in public key cryptography by means of certificates.



identity�	A unique piece of information that marks or signifies a particular entity within a domain. Such information is only unique within a particular domain.



incorporate by reference�	To make one message a part of another message by identifying the message to be incorporated, with information that enables the receiving party to access and obtain the incorporated message in its entirety, and by expressing the intention that it be part of the incorporating message. Such an incorporated message shall have the same effect as if it had been fully stated in the message to the extent permitted by law.



individual software publisher certificate�	A Class 2 certificate that is issued to individuals only and is used for software validation.  (Cf., commercial software publisher certificate; software validation)



integrity   (See data integrity)



issuing a certificate    (See certificate issuance)



issuer   (See issuing authority)�

issuing authority (IA)

	Within VeriSignÕs PCS, the VR, PCA, or CA (or subordinate CA) that issues, suspends, or revokes a certificate. IAs are identified by a distinguished name on all certificates and CRLs they issue. With prior approval by VeriSign, an IA may delegate the responsibility to evaluate and approve or reject certificate applications to one or more LRAs not owned or operated by the IA under CPS § 2.1.3.  When such delegation occurs and where the context requires, the term “IA” in this CPS shall include such LRAs with respect to the delegating IA’s obligations, representations, warranties, and disclaimers.  

 

J-L

key generation

The trustworthy process of creating a private key/public key pair. The public key is supplied to an IA during the certificate application process.



key pair�	A private key and its corresponding public key. The public key can verify a digital signature created by using the corresponding private key. In addition, depending upon the type of algorithm implemented, key pair components can also encrypt and decrypt information for confidentiality purposes, in which case a private key uniquely can reveal information encrypted by using the corresponding public key. �

local registration authority (LRA)�	An entity approved by an IA to assist persons in applying for certificates, revoking (or where authorized, suspending) their certificates, or both and also approving such applications. An LRA is not the agent of a certificate applicant. An LRA may not delegate the authority to approve certificate applications other than to authorized LRAAs of the LRA. (Cf., local registration authority administrator)



local registration authority administrator (LRAA)

	An employee of an LRA that is responsible for carrying out the functions of an LRA. (Cf., local registration authority)





M-N

message�	A digital representation of information; a computer-based record. A subset of record. (Cf., record)



message integrity  (See data integrity)



Microsoft Authenticodetm  (See software validation)



name�	A set of identifying attributes purported to describe an entity of a certain type.



naming�	Naming is the assignment of descriptive identifiers to objects of a particular type by an authority which follows specific issuing procedures and maintains specific records pertinent to an identified registration process. (Cf., naming authority; VeriSign naming authority)



naming authority�	A body which executes naming policy and procedures and has control over the registration and assignment of primitive (basic) names to objects of a particular class. (Cf., naming; VeriSign naming authority)



NetSuresm Protection Plan

	The VeriSign branded service that provides enhanced warranty protection and that is backed by USF&G (United States Fidelity and Guarantee Insurance Company). This service will become available shortly.



nonrepudiation�	Provides proof of the origin or delivery of data in order to protect the sender against a false denial by the recipient that the data has been received or to protect the recipient against false denial by the sender that the data has been sent. Note: Only a trier of fact (someone with the authority to resolve disputes) can make an ultimate determination of nonrepudiation. By way of illustration, a digital signature verified pursuant to this CPS can provide proof in support of a determination of nonrepudiation by a trier of fact, but does not by itself constitute nonrepudiation.



nonverified subscriber information (NSI)

	Information submitted by a certificate applicant to an IA, and included within a certificate, which has not been confirmed by the IA and for which the IA provides no assurances other than that the information was submitted by the certificate applicant. Information such as titles, professional degrees, accreditations, and Registration Field Information are considered NSI unless otherwise indicated.



non-VeriSign IA�	An IA that is not owned or operated by VeriSign. (See CPS ¤ 3.1; Cf., issuing authority)



non-VeriSign organizational LRA 

	An LRA that is not owned or operated by VeriSign and is restricted to

performing LRA functions in connection with certificates issued to

affiliated individuals that are affiliated with it. (See CPS § 2.5.4; Cf., local 

registration authority; affiliated individuals)�

normal certificate   (See certificate)



notary

	A natural person authorized by an executive governmental agency to perform notarial services such as taking acknowledgments, administering oaths or affirmations, witnessing or attesting signatures, and noting protests of negotiable instruments.  In Japan, a natural person appointed and authorized by the Minister of legal Affairs to perform such duties as prescribed in the Notary Public Law.



notice

	The result of notification in accordance with this CPS. (See CPS ¤ 12.10)



notify

	To communicate specific information to another person as required by this CPS and applicable law. 



O-P

on-line�	Communications that provide a real-time connection to the VeriSign PCS.



operational certificate�	A certificate which is within its operational period at the present date and time or at a different specified date and time, depending on the context.



operational period�	The period starting with the date and time a certificate is issued (or on a later date and time certain if stated in the certificate) and ending with the date and time on which the certificate expires or is earlier suspended or revoked.



organization�	An entity with which a user is affiliated. An organization may also be a user.



originator�	A person by whom (or on whose behalf) a data message is purported to have been generated, stored, or communicated. It does not include a person acting as an intermediary.



parties

	The entities whose rights and obligations are intended to be controlled by this CPS. These entities may include certificate applicants, IAs, subscribers, and relying parties. (See user; issuing authority; relying party)



password (pass phrase; pin number)�	Confidential authentication information, usually composed of a string of characters used to provide access to a computer resource.



PC card (See also smart card)�	A hardware token compliant with standards promulgated by the Personal Computer Memory Card International Association (PCMCIA) providing expansion capabilities to computers, including the facilitation of information security.�

person�	A human being or an organization (or a device under the control of a human being or organization) capable of signing or verifying a message, either legally or as a matter of fact. (A synonym of entity.)



personal presence

	The act of appearing (physically rather than virtually or figuratively) before an LRA or its designee and proving one's identity as a prerequisite to certificate issuance under certain circumstances.



PKI hierarchy�	A set of IAs whose functions are organized according to the principle of delegation of authority and related to each other as subordinate and superior IA.



pledge  (See software publisher’s pledge)



primary certification authority (PCA)�	A person that establishes practices for all certification authorities and users within its domain.



private key�	A mathematical key (kept secret by the holder) used to create digital signatures and, depending upon the algorithm, to decrypt messages or files encrypted (for confidentiality) with the corresponding public key. (See also public key cryptography; public key)



provisional certificate

	A Class 2 certificate during the first 21 days of its operational period that is issued upon the successful completion of all required IA-internal validation procedures with respect to a Class 2 certificate application (in accordance with CPS ¤ 5.1). The provisional state denotes that further validation of the certificate application regarding the subscriber’s identity will be completed through a postal address “mail-back” procedure (See CPS § 5.1.4 - Postal Address Confirmation; Cf., certificate)



public certification services  (See VeriSign public certification

	services)



public key�	A mathematical key that can be made publicly available and which is used to verify signatures created with its corresponding private key. Depending on the algorithm, public keys are also used to encrypt messages or files which can then be decrypted with the corresponding private key. (See also public key cryptography; private key)



public key certificate  (See certificate)



public key cryptography   (Cf., cryptography)�	A type of cryptography that uses a key pair of mathematically related cryptographic keys. The public key can be made available to anyone who wishes to use it and can encrypt information or verify a digital signature; the private key is kept secret by its holder and can decrypt information or generate a digital signature.



public key infrastructure (PKI)�	The architecture, organization, techniques, practices, and procedures that collectively support the implementation and operation of a certificate-based public key cryptographic system. The PKI consists of systems which collaborate to provide and implement the PCS and possibly other related services. 



public/private key pair   (See public key; private key; key pair)



publish / publication�	To record or file information in the VeriSign repository and optionally in one or more other repositories in order to disclose and make publicly available such information in a manner that is consistent with this CPS and applicable law.



Q-R

qualifier  (See VeriSign qualifier)



recipient (of a digital signature)

	A person who receives a digital signature and who is in a position to rely on it, whether or not such reliance occurs. (Cf., relying party)



record�	Information that is inscribed on a tangible medium (a document) or stored in an electronic or other medium and retrievable in perceivable form. The term “record” is a superset of the two terms “document” and “message”. (Cf., document; message)



re-enrollment  (Cf., renewal)



registered string�	A class of object subject to registration and recording procedures which demonstrates the value is unambiguous within the records of the registration authority. The type of value recorded is a string of characters.



registration authority�	An entity trusted to register other entities and assign them a relative distinguished value such as a distinguished name or, a hash of a certificate. A registration scheme for each registration domain ensures that each registered value is unambiguous within that domain. (Cf., certification authority) 



registration field information�	Country, zip code, age, and gender data included within designated certificates at the option of the subscriber.



relative distinguished name (RDN)�	A set of attributes comprising an entityÕs distinguished name that distinguishes the entity from others of the same type.



rely / reliance (on a certificate and digital signature)�	To accept a digital signature and act in a manner that could be detrimental to oneself were the digital signature to be ineffective. (Cf., relying party; recipient)



relying party�	A recipient who acts in reliance on a certificate and digital signature. (Cf., recipient; rely or reliance (on a certificate and digital signature))



renewal

	The process of obtaining a new certificate of the same class and type for the same subject once an existing certificate has expired.



repository�	A database of certificates and other relevant information accessible on-line.



repudiation   (See also nonrepudiation)�	The denial or attempted denial by an entity involved in a communication of having participated in all or part of the communication.



revoke a certificate  �	The process of permanently ending the operational period of a certificate from a specified time forward.



root�	The IA that issues the first certificate in a certification chain. The root’s public key must be known in advance by a certificate user in order to validate a certification chain. The root ‘s public key is made trustworthy by some mechanism other than a certificate, such as by secure physical distribution.



RSA�	A public key cryptographic system invented by Rivest, Shamir & Adelman.



S

secret share�	A portion of a cryptographic secret split among a number of physical tokens.



secret share holder�	An authorized holder of a physical token containing a secret share.



secret share issuer

	The person designated by an IA to create and distribute secret shares.



secret sharing  (See also secret share)�	The practice of distributing secret shares of a private key to a number of secret share holders; threshold-based splitting of keys.



secure channel

	A cryptographically enhanced communications path that protects messages against perceived security threats.



security�	The quality or state of being protected from unauthorized access or uncontrolled losses or effects. Absolute security is impossible to achieve in practice and the quality of a given security system is relative.  Within a state-model security system, security is a specific "state" to be preserved under various operations.



security policy�	A document which articulates requirements and good practices regarding the protections maintained by a trustworthy system in support of the PCS.



security services�	Services provided by a set of security frameworks and performed by means of certain security mechanisms. Such services include, but are not limited to, access control, data confidentiality, and data integrity.



self-signed public key�	A data structure that is constructed the same as a certificate but that is signed by its subject. Unlike a certificate, a self-signed public key cannot be used in a trustworthy manner to authenticate a public key to other parties. A PCA self-signed public key digitally signed by the VR shall constitute a certificate. (Cf., certificate)



serial number   (See certificate serial number)�

server�	A computer system that responds to requests from client systems.



sign�	To create a digital signature for a message, or to affix a signature to a document, depending upon the context.



signature�	A method that is used or adopted by a document originator to identify himself or herself, which is either accepted by the recipient or its use is customary under the circumstances.   (Cf., digital signature)



signer�	A person who creates a digital signature for a message, or a signature for a document. 



smart card�	A hardware token that incorporates one or more integrated circuit (IC) chips to implement cryptographic functions and that possesses some inherent resistance to tampering.



s/mime

	A specification for E-mail security exploiting a cryptographic message syntax in an Internet mime environment.



software publisher’s certificate revocation status service�	An automated, on-line status service used to support software validation, provided exclusively for software publisher’s certificates. The service is automatically (and exclusively) invoked upon the downloading of software digitally signed with a software publisher’s certificate. That is, upon receipt of such digitally signed software, the Web browser's authentication module automatically establishes a connection to VeriSign and queries a VeriSign server to validate the software publisher’s certificate. The service returns to the Web browser a digitally signed status message. The service’s data is VeriSign repository-based and is updated daily. The service is exclusively available to users of Microsoft Internet Explorer Web browsers.  (Cf., software publisher’s pledge; software validation)



software publisher

	A subscriber who obtained a special certificate used to digitally sign software with the Microsoft AuthenticodeTM system. Subscribers may also obtain other Class 2 and 3 certificates that may be used to sign content, including software, but the subscribers of such other certificates are not software publishers as defined in the CPS.  (Cf., individual software publisher certificate; commercial software publisher certificate) 



software publisher’s pledge�	The representations and guarantees made by individual and commercial software publishers as stated in the CPS. (See CPS ¤ 4.3)



software validation�	VeriSign services which provide assurances in accordance with the CPS and the software publisher’s pledge (see CPS ¤ 4.3) of an individual or commercial software publisher (for Microsoft AuthenticodeTM only) that digitally-signed software was duly published by the subject of the corresponding VeriSign-issued certificate and has not been modified since it was digitally signed. (Cf., individual software publisher certificate; commercial software publisher certificate; software publisher’s pledge; validation (of certificate application))



subject  (of a certificate)�	The holder of a private key corresponding to a public key. The term “subject” can refer to both the equipment or device that holds a private key and to the individual person, if any, who controls that equipment or device. A subject is assigned an unambiguous name which is bound to the public key contained in the subjectÕs certificate.



subject name

	The unambiguous value in the subject name field of a certificate which is bound to the public key.



subordinate IA�	Within the VeriSign PKI architecture’s hierarchy of IAs, each IA is either the VR, a PCA, a CA or a “subordinate CA”. The subordinate IA of the VR is a PCA; the PCA’s subordinate IA is a CA; a CA’s subordinate IA is a subordinate CA. If present, a subordinate CA’s subordinate IA is yet another subordinate CA.  (Cf., superior IA)



subscriber�	A person who is the subject of, has been issued a certificate, and is capable of using, and authorized to use, the private key that corresponds to the public key listed in the certificate. (See also subject; cf., certificate applicant; user)



subscriber agreement

	The agreement executed between a subscriber and an IA for the provision of designated public certification services in accordance with this CPS.



subscriber information�	Information supplied to a certification authority as part of a certificate application.  (Cf., certificate application)



superior IA�	Within the VeriSign PKI architecture’s hierarchy of IAs, each IA is either the VR, a PCA, a CA or a “subordinate CA”. The superior IA of a subordinate CA is either another subordinate CA or a CA; a CA’s superior is a PCA; a PCA’s superior is either the VR, or itself. The VR is its own superior IA.  (Cf., subordinate IA)



suspend a certificate�	A temporary "hold" placed on the effectiveness of the operational period of a certificate without permanently revoking the certificate. A certificate suspension is invoked by, e.g., a CRL entry with a reason code. (Cf., revoke a certificate)



T

test certificate

A certificate issued by an IA for the limited purpose of internal technical testing. Test certificates may be used by authorized persons only. (See CPS 

§ 2.2.4). 



threat

	A circumstance or event with the potential to cause harm to a system, including the destruction, unauthorized disclosure, or modification of data and/or denial of service.�	

time stamp

	A notation that indicates (at least) the correct date and time of an action, and identity of the person or device that sent or received the time stamp.



token�	A hardware security token containing a userÕs private key(s), public key certificate, and, optionally, a cache of other certificates, including all certificates in the userÕs certification chain.



transaction�	A computer-based transfer of business information which consists of specific processes to facilitate communication over global networks.



trust�	Generally, the assumption that an entity will behave substantially as expected. Trust may apply only for a specific function. The key role of this term in an authentication framework is to describe the relationship between an authenticating entity and an IA. An authenticating entity must be certain that it can trust the IA to create only valid and reliable certificates, and users of those certificates rely upon the authenticating entityÕs determination of trust.



trusted person

	A person who serves in a trusted position and is qualified to serve in it in accordance with this CPS.  (Cf., trust; trusted position; trusted third party; trustworthy system)



trusted position

	A role within an IA that includes access to or control over cryptographic operations that may materially affect the issuance, use, suspension, or revocation of certificates, including operations that restrict access to a repository.



trusted root�	A trusted root is a public key which has been confirmed as bound to an IA by a user or system administrator. Software and systems implementing authentication based on public cryptography and certificates assume that this key value has been correctly obtained. It is confirmed by always accessing it from a trusted system repository to which only identified and trusted administrators have modification authorizations.



trusted third party�	In general, an independent, unbiased third party that contributes to the ultimate security and trustworthiness of computer-based information transfers. A trusted third party does not connote the existence of a trustor-trustee or other fiduciary relationship. (Cf., trust)



trustworthy system�	Computer hardware, software, and procedures that are reasonably secure from intrusion and misuse; provide a reasonable level of availability, reliability, and correct operation; are reasonably suited to performing their intended functions; and enforce the applicable security policy. A trustworthy system is not necessarily a Òtrusted systemÓ as recognized in classified government nomenclature.�

type (of certificate)�	The defining properties of a certificate which limit its intended purpose to a class of applications uniquely associated with that type.



U-V

unambiguous name   (See distinguished name)



uniform resource locator (URL) 

	A standardized device for identifying and locating certain records and other resources located on the World Wide Web.



user�	An authorized entity that uses a certificate as applicant, subscriber, recipient or relying party, but not including the IA issuing the certificate. (Cf., certificate applicant; entity; person; subscriber)



valid certificate�	A certificate issued by an IA and accepted by the subscriber listed in it.



validate a certificate  (i.e., of an end-user subscriber certificate)

	The process performed by a recipient or relying party to confirm that an end-user subscriber certificate is valid and was operational at the date and time a pertinent digital signature was created.



validate a certificate chain

	For each certificate in a chain, the process performed by the recipient or relying party to authenticate the public key (in each certificate), confirm that each certificate is valid, was issued within the operational period of the corresponding IA certificate, and that all parties (IAs, end-user subscribers, recipients, and relying parties) have operated in accordance with this CPS as to all certificates in the chain.



validation (of certificate application)�	The process performed by the IA (or its LRA) following submission of a certificate application as a prerequisite to approval of the application and the issuance of a certificate. (Cf., authentication; software validation)



validation (of software)  (See software validation)



verify (a digital signature)�	In relation to a given digital signature, message, and public key, to determine accurately that (i) the digital signature was created during the operational period of a valid certificate by the private key corresponding to the public key contained in the certificate and (ii) the associated message has not been altered since the digital signature was created. (Cf., authentication; confirm)



VeriSign naming authority�	A VeriSign registration authority that establishes and enforces controls over and has decision-making authority regarding the issuance of relative distinguished names for all IAs (but not for end-user subscribers). (Cf., naming authority).



VeriSign public certification services (PCS)

	The certification system provided by VeriSign and any VeriSign-authorized IAs described in this CPS.



VeriSign qualifier�	A data syntax facilitating the representation of a set of values which restrict the meaning of the VeriSign CPS. The qualifier value augments the standard certificate policy extension present in all certificates according to the rules defined by X.509 for that extension type.�

VeriSign root (VR)�	An IA that registers PCAs by registering the self-signed public key of each PCA.



VeriSign Security Policy (VSP)�	The document describing VeriSignÕs internal security policies. 



W-Z

World Wide Web (WWW)�	A hypertext-based, distributed information system in which users may create, edit, or browse hypertext documents. A graphical document publishing and retrieval medium; a collection of linked documents that reside on the Internet.



writing�	Information in a record that is accessible and usable for subsequent reference. �

X.509�	The ITU-T (International Telecommunications Union-T) standard for certificates. X.509 v3 refers to certificates containing or capable of containing extensions.
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